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Abstract—Binary reverse engineering is foundational to vari-
ous tasks such as malware analysis and vulnerability detection.
Traditional binary analysis tools mainly operate at the function
level. However, modern software has grown significantly in size,
with binaries often containing thousands of functions. Without
understanding how these functions are organized into higher-level
structures, it becomes difficult to effectively support downstream
analysis tasks. Analysts must examine thousands of functions
separately, making the process time-consuming and error-prone.
Despite these challenges, current research on recovering the
higher-level structure of binaries remains limited.

To bridge this gap, we propose BinStruct, a novel binary
structure recovery framework that recovers both file and mod-
ule structures from binaries. BinStruct first identifies the file
structure by combining data reference patterns, function calls,
and semantic understanding from Large Language Models.
Then, inspired by software architecture recovery in source code
analysis, BinStruct identifies modules by clustering the recovered
files using consensus between structural dependency and semantic
similarity. Evaluation on 121 real-world stripped binaries demon-
strates that BinStruct outperforms state-of-the-art techniques in
both file and module recovery accuracy, while requiring only
7.42s and 34.46s on average to recover file and module structures,
respectively. Case studies on Libxml2 and PredatorTheStealer
demonstrate BinStruct’s effectiveness on security tasks like attack
surface analysis and malware investigation.

Index Terms—Reverse Engineering, Binary Analysis, Program
Comprehension

I. INTRODUCTION

Understanding binary programs is a fundamental challenge
in reverse engineering, underpinning critical tasks such as
malware analysis [1], third-party library identification [2], [3],
and vulnerability detection [4]-[8]. Traditional binary analysis
tools focus primarily on individual function recovery [9]
and identification of function or variable names [10]-[12].
However, these function-level tools fall short when analyzing
modern software systems, which are composed of numerous
interdependent components. In such large binaries, analysts
are often left with the daunting task of inspecting thousands

§Zhengzi Xu is the corresponding author

of disassembled functions in isolation, lacking the higher-level
context necessary for scalable and effective comprehension.

In contrast, research on the source code level often addresses
software comprehension challenges through Software Archi-
tecture Recovery (SAR). These techniques uncover module-
level organization, where each module encompasses multiple
related source files and represents a distinct functionality
within the system [13]-[16]. Recent work has demonstrated
that semantic understanding significantly improves the gran-
ularity and quality of recovered modules [17]. By revealing
inter-module relationships and architectural boundaries, SAR
tools help developers maintain and navigate large codebases
more efficiently.

Despite the success of SAR in source code, its application
to binary analysis is less explored. Only a few works have
explored structure recovery beyond the function level. For
instance, DeLink [18] attempts to reconstruct source file
boundaries using structural features. However, it stops at the
file level and does not capture higher-level abstractions such as
modules, making the recovered structure still difficult to inter-
pret. Furthermore, DeLink relies solely on structural features
and coarse-grained similarity metrics, which limit its accuracy
and semantic fidelity. BCD [19] proposes identifying modules
in binaries by clustering functions based on caller—callee
dependencies. However, the resulting clusters often closely
resemble individual files rather than true architectural mod-
ules. In addition, BCD treats each function independently,
without considering file boundaries, often assigning adjacent
functions that originate from the same source file to different
modules. This violates the architectural principle that modules
should be composed of coherent source files, resulting in
fragmented and semantically ambiguous groupings. Modx [2]
builds on the observation that functions from the same source
file are often placed together in binaries, a principle later
supported by empirical findings from [20]. It incorporates
spatial locality into the clustering process. However, this
spatial information is only measured as raw function distance
in the binary, contributing minimally to final clustering results.
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Fig. 1. Overview of our approach

Consequently, ModX also tends to produce groupings that
align more with file-level structures rather than architectural
modules. ChatCPS [21] similarly attempts to recover binary
structure, but it adopts the same clustering algorithm as BCD
and therefore inherits its limitations.

These limitations can be attributed to two fundamental
challenges in binary architectural recovery. First C1, stripped
binaries contain no explicit indicators of source file bound-
aries, making structural inference difficult. Second C2, most
semantic information, such as comments and function names,
is lost during compilation and stripping, removing critical cues
for understanding program intent.

To address these challenges and recover more human-
understandable structures from binaries, we propose BinStruct,
an LLM-enhanced framework for recovering both file and
module structure from stripped binary files. BinStruct first
reconstructs the source file structure by analyzing data ref-
erences and function call relationships. It begins by forming
initial groupings based on shared data access patterns, ex-
pands these groups using call graph information, and then
refines boundaries using a LLM. The LLM applies a bottom-
up summarization strategy to infer semantic similarities that
cannot be captured through structure alone. After file recovery,
BinStruct performs module-level reconstruction by clustering
the recovered files based on both structural dependencies and
semantic similarity. These two clustering results are merged
using a consensus-based strategy. An LLM is then used to
resolve ambiguous cases, resulting in final module groupings
that better reflect the software’s original architectural design.
Experimental results show that BinStruct outperforms existing
binary recovery tools in both file and module reconstruc-
tion, with average improvements of 5.38%-17.09% and 5.1-
25.7 percentage points, respectively. Remarkably, BinStruct
achieves performance comparable to or even better than
source-level SAR tools, despite operating on stripped binaries
with significantly less available information. Then, an ablation
study reveals that each component of file recovery and module
recovery can effectively contribute to the final performance.
Moreover, a cost analysis shows that BinStruct can recover file
and module structures in 7.42 and 34.46 seconds respectively,
with an average cost of only 0.167 USD per binary on
average when using GPT-4.1-nano. Finally, two case studies

on real-world binaries demonstrate BinStruct’s effectiveness
in security-related tasks, such as attack surface detection and
malware analysis. Our key contributions include:

« We propose a novel framework, BinStruct, that integrates
structural analysis with LLM-guided refinement to re-
cover file and module structure from stripped binaries.

« We develop a comprehensive binary structure recovery
approach that recovers files by combining data reference
patterns, function calls, and LLM’s semantics.

o We evaluate BinStruct on 121 real-world binaries and
show that it outperforms existing binary structure recov-
ery tools on both file and module recovery.

« We demonstrate BinStruct’s potential practical value
through case studies on attack surface detection and
malware analysis.

II. METHODOLOGY

The overview of our methodology is shown in Figure 1.
Our approach consists of two main parts. In the first part, we
recover the file structure through three steps. First, we create
initial groups of functions based on data reference patterns.
Second, we expand these groups based on function similarity
measured by function calls. Finally, we apply LLMs to refine
the group structure based on its semantic understanding to
form the final recovered file structure. In the second part,
we first recover the module structure within the binary using
two clustering methods: structural dependency analysis and
semantic similarity analysis. We then combine these two
clustering results based on their consensus and use LLMs to
resolve conflicts, which forms the final module structure.

A. File Recovery

The source file structure recovery process mainly consists
of 3 parts. In the first part, we use the data reference patterns
to identify initial groups of functions that are from the same
source file. In the second part, we use the function call graph
to expand the grouping. Finally, we use LLM to finalize the
source file recovery by resolving the ambiguous functions
based on previous structural features.

Before introducing the recovery algorithm, we will first
introduce the typical compilation process of x86 binaries to
facilitate the understanding of function and data locality.
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Fig. 2. Illustration of file locality and data reference violation

1) x86 Binaries and File Locality

An executable file on x86 platforms is assembled with
several sections, each storing different types of data [22].
Executable code is stored in the .text section, initialized
global read-write variables are stored in the .data section,
and uninitialized global variables are stored in the .bss
section. The .rodata section stores read-only data, such
as string literals and constant variables. When a program
is compiled, the linker merges identically named sections
from all input object files. The merging follows the order
in which files are passed to the linker, unless overridden by
a linker script. This process produces the final layout in the
executable file. Importantly, by default, the linker will try to
keep functions and global variables that are defined in the same
source file close to each other in the final executable [23].

Therefore, functions and data in binaries are typically
organized as illustrated in Fig. 2. First, functions or data
from the same source file are placed together within their
respective sections. Second, the file ordering is consistent
across all sections, i.e. .text section and the three data
sections (.data, .bss, and .rodata).

2) Initial Grouping with Data Reference

In this section, we first present our core idea by temporarily
making two strong assumptions. Then, we explain how to
apply this idea to real-world scenario when these two assump-
tions do not apply.
Core Idea. To help understand our core idea, we first assume
that 1) the file order of the .fext segment (i.e., the segment
that contains user-defined functions) and data segments (i.e.,
the .data, .bss and .rodata segments) are the same and 2)
a function only accesses data from its own file. Under this
assumption, if a function f; reference data d; and f, reference
data do, and we have addr(f1) < addr(f2) but addr(d;) >
addr(dy) (or vice versa), then f; and fo must come from
the same source file. To explain this, we show an example
in Fig. 2. Consider two functions from different files: f; from
File A and f5 from File B. Under our assumptions, f; can only
access data from File A, and f5 can only access data from File
B. Since File A comes before File B, we expect f; to have
a smaller address than f5. Meanwhile, data from File A also
have a smaller address. This means that for functions from
different files, their address order should match the address
order of their accessed data. However, this does not hold for
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Fig. 3. The relation between the function index and the referenced data index.

function from the same file. Therefore, if the function address
order is different from the data address order (which we will
refer as a data violation in the following paper), then the two
functions must come from the same source file.

However, these two assumptions do not always hold in

practice. Next, we explain how we handle the binaries without
making these strong assumptions.
On the File Order. Based on this observation, we now need
to revisit the two assumptions. For the first assumption that
the file order of .text and data segments are the same, it is the
default behavior as aforementioned, which is held for most of
the real-world binaries. And, for those does not follow this
assumption, we can detect them and refuse the corresponding
data section.

To Illustrate the detection, we show two examples in Fig. 3.
We scattered all the data reference for two projects. For each
point, its x-axis shows the index of functions (in .text) with
access to the regarding data segment, and y-axis shows the
index of data, both sorted by the address. Fig. 3(a) shows the
common scenario: the function and data indexes are highly
correlated and forms a line, with a small portion of cross-file
data scattered around. In this case, the spearman correlation
between the function indexes and their accessed data indexes
are very high (0.804-0.932 for bash). And for Sqlite3 in
Fig. 3, where the data reference on .rodata does not follow
such pattern, the correlation is much lower (0.359). Therefore,
before using data reference to measure the similarity, we first
measure the correlation between the functions index and their
referenced data indexes. We will only adopt the data reference
to measure the similarity if the correlation is higher than 0.5.
On the Cross File Data Access. Our second assumption is that
functions only access data within their own source file. Since
this assumption is not realistic, we address it in two steps.
First, we filter out some cross-file data references. Second, we
present our recovery method that works even if cross-file data
reference exists.

First, we focus on filtering cross-file data references. As
shown in Figure 3(a), most data access points lie near the
diagonal line, which means functions access data close to their
positions. Points far from this line indicate that functions are
accessing data far away from them, which likely represent
cross-file data references. Therefore, we can eliminate these
outliers to filter obvious cross-file data references.



To filter these outliers, we first use linear regression to find
the best-fit line. We then apply the interquartile range (IQR)
method [24] to detect outliers. We compute the first quartile
(Q1) and third quartile (Q3) of the residuals. The IQR is
defined as IQR = @3 — Q1. Any data point with a residual
larger than (93+1.5%IQR is marked as an outlier and removed.

In theory, removing all cross-file data accesses would allow
us to group functions by data violations easily. However,
since all debug information is unavailable, stripped binary files
provide no direct way to distinguish cross-file from within-
file data accesses. This makes complete removal of cross-
file accesses nearly impossible, even after filtering outliers.
To address this challenge, we do not assume that functions
with data violations always belong to the same file. Instead,
we view such violations as strong hints that the two functions
are likely originated from the same source file. In this way,
even if cross-file data accesses still exist, their influence are
significantly reduced.

Then the task can be modeled as a graph problem where
functions are nodes and edges connect function pairs with data
violations. Each edge suggests these functions probably came
from the same file, and we need to identify the best partition
of the functions. This transforms our task into community
detection, which identifies the best partitioning result with
more intra-group edges and fewer inter-group edges. For
community detection, the Girvan-Newman modularity [25] is
a standard metric for assessing clustering quality, which is
defined as:

1 kik;
Q= Qm; {A” 2m} §(Ci, Cy) (1)

where A;; is the adjacency matrix element, k; is the degree
of node 7, m is the total number of edges in the graph, and
§(C;, Cy) is 1 only if nodes 7 and j are in the same community.

However, our problem still has some differences from typi-
cal community detection. Functions from the same source file
appear consecutively in the binary. Therefore, recovery means
finding file boundaries rather than arbitrary function clusters.
Standard community detection algorithms ignore this spatial
constraint and can produce suboptimal results. Therefore,
instead of using standard community detection algorithms,
we developed a dynamic programming (DP) algorithm to find
boundaries that can maximize the Girvan-Newman modularity.

In our DP algorithm, dpl[i] represents the highest modularity
when partitioning the first ¢ functions. We build the DP table
as follows. For each position ¢, we test all possible starting
points k for the final segment. This segment includes functions
from position k to position : — 1. We compute each segment’s
modularity contribution AQ(k,¢— 1). The recurrence relation
becomes dpli] = maxy(dplk] + AQ(k,i — 1)). Since source
files contain limited functions, to improve efficiency, we cap
the maximum segment length at 20% of total functions in
BinStruct. After building the DP table, we trace back through
stored split points to find the optimal partition.

This DP algorithm allows us to identify the optimized file
boundaries based on data reference similarity. However, due
to possibly limited data references, many functions cannot be
grouped with this algorithm. To include these functions, we
will next extend the grouping using function call relationships.

3) Expand Recovery Result Based on Function Call

As function calls happen more commonly inside the same
file than across files [18], they can also be used as a similarity
measure between functions. Though the accuracy of this func-
tion call measure is usually lower than the data violation, the
advantage of function calls is that they can usually cover nearly
all functions. Instead of treating all function calls equally, due
to the locality characteristic of files, intuitively, the farther the
caller and callee, the lower the possibility for the function
call to be in the same file. Therefore, we assign the following
weight for the function call:

1
W(fsu:a fdst) distance(fsm, fdst) (2)

Then we use the same DP algorithm as detailed previously
to identify the file boundaries that can maximize the modular-
ity. The only difference is that the function groups identified
by data references are treated as pre-defined groups, which
means the functions in the same groups are treated as a single
item and will not be separated during the DP process.

4) Final Refinement with LLMs

Our method based on data references and function calls
can identify file boundaries, but it sometimes makes mistakes.
The main problem occurs with functions near file boundaries.
When two functions from different but adjacent files are
located close to each other and have dependencies or data
relations, our method may incorrectly group them into the
same file.

To address these boundaries that are hard to determine using
only structural information, we use semantic understanding
to resolve them. First, we summarize these binary functions
to understand their semantic meaning. Then, based on this
understanding, we decide the final boundaries using both the
function summaries and the structural relations of the bound-
ary functions. Since this decision requires strong semantic
understanding to process multiple information sources, we use
LLMs for this task rather than smaller models.

Bottom-up Summarization. To help the LLM understand
each function better, we provide it with context about the
functions that the target function calls. To this end, we use
a bottom-up approach to summarize functions in order. First,
we identify functions that do not call any other functions in
our analysis scope. We summarize these leaf functions first
since they have no dependencies. Then, we move up the call
hierarchy until all functions are summarized. Due to space
limitations, we refer readers to our website [26] for the detailed
prompts used in this process.

Adjustment with LLM. We use the recovered semantic
information to fix minor grouping mistakes around file bound-
aries. To reduce potential LLM hallucination, we first identify
suspicious functions that may be incorrectly grouped. For




all functions located at cluster boundaries, we check they
have structural relations (i.e. function calls or data violations)
with both their current cluster and the adjacent cluster. If a
boundary function has connections to both clusters, we mark
it as suspicious. For each suspicious function, we provide the
LLM with: 1) the function’s own summary and decompiled
code, and 2) summaries of functions in both its current cluster
and the adjacent cluster. We then ask the LLM whether the
function is more related to one cluster than the other. To further
reduce hallucination risk, we ask the same question twice with
different random seeds. Only if both responses confirm that the
function belongs better with the adjacent cluster do we move
it. We repeat this process for all suspicious boundary functions
until all resolved.

B. Module Recovery

After recovering the file structure, we aim to identify the
module structure of the binary. Module recovery presents
different challenges than file recovery. Unlike functions within
a file, files from the same module are not necessarily placed
together in the binary. This means we cannot use data access
patterns and locality features that worked for file recovery.
However, module recovery has an advantage. Since each
file contains many functions, we can extract more reliable
semantic information from files than from individual functions,
which can serve as a feature for clustering.

Previous studies on source code [27], [28] show that both
structural dependencies between files and semantic similarity
can identify modules effectively. Since both approaches have
proven useful but perform differently depending on the project,
we use a consensus-based strategy. We first apply structural
and semantic clustering independently, then combine their
results to determine the final module structure.

1) Clustering with Structural Dependencies

To cluster files based on structural dependencies, we first
convert the function call graph into a file dependency graph.
We do this by merging all functions that belong to the
same recovered file. A simple approach would be to set the
edge weight between two files as the number of function
calls between them. However, as reported in [17], different
function calls have different levels of architectural importance.
Therefore, we follow their setup to weight function calls
according to Inverse PageRank (IPR) [29].

IPR is a variant of PageRank [30] that measures the impor-
tance of each function. Unlike PageRank, IPR is designed to
find influential nodes that can access many other nodes, which
can be more important for the architectural modules. IPR is
calculated as:

IPR(f;) 1—d

in_degree(f;) N ®)

IPR(f;)=d >
Fi€P(f3)
where f1 ~ fn are the functions, IV is the total number of
functions, P(f;) are the direct successors of f;, and d is the
damping factor set to default value 0.85.
We define the weight of each function call as the product
of the IPR values of its source and destination functions. The

dependency weight between two files is then the sum of all
function call weights between them:

D

fi€Fa,f;E€EFY
(fi.fi)EE

where F,, Fy, are files, f;, f; are functions, and E represents
the function calls. Finally, we apply the Louvain community
detection algorithm [31] with default parameters to cluster the
files based on this weighted dependency graph, as it efficiently
handles weighted graphs and automatically determines the
optimal number of clusters.

2) Clustering with Semantic Features

To measure semantic similarity between files, we first use
an LLM to generate a summary for each file based on its
function summaries. We then convert these file summaries
into embeddings to enable similarity computation. According
to a recent comparative study [32], the all-MiniLM-L6-v2
model from Sentence Transformers [33] outperforms other
embedding models. Therefore, we use this model to generate
sentence embeddings. We then create a similarity matrix for
the recovered files based on the cosine similarity between their
embedding vectors.

To cluster files using this similarity matrix, we apply the
affinity propagation algorithm [34], which automatically de-
termines the optimal number of clusters without requiring this
parameter to be predefined.

W(F,, Fy) = (IPR(fi) x IPR(f;)) (4

C. Merging Clustering Results

To merge the structural and semantic clustering results, we
use a consensus-based approach. We first identify file groups
that belong to the same cluster in both methods by building a
consensus graph. The nodes represent files, and we add edges
between file pairs that are clustered together by both methods.
We then find connected components in this graph to identify
consensus groups.

For files not in consensus groups, we process them in
two phases. First, we handle files that have partial consensus
(same cluster in one method but different clusters in the other
method). For each such file, we use an LLM to decide its
placement based on similarity to existing consensus groups.
We provide the LLM with: 1) the summary of the candidate
file, 2) summaries of existing consensus groups, and 3) func-
tion call relations between the file and existing groups.

We guide the LLM through a structured decision process:
first, compare the file with existing groups from both semantic
and structural perspectives; second, identify if the file has
significantly stronger similarity to one or several groups; third,
if yes, choose the most similar group, otherwise create a new
standalone group if the file has a clearly distinct purpose, or
assign it to the most relevant existing group.

After each file placement, we regenerate the summary of
any updated group to maintain accuracy. We refer readers to
our website [26] for detailed prompts.

Finally, we process remaining files without any consensus
using the same LLM-based approach. The process concludes



when all files are assigned to clusters, forming the final module
structure.

III. EVALUATION

A. Research Questions

In this section, we aim the answer the following RQs.
RQ1: What is the quality of the recovered file structure?
RQ2: What is the quality of the recovered modules structure?
RQ3: How each part of our design contributes to BinStruct?
RQ4: What is the time and token cost of BinStruct?

RQS: What is the real-world application of BinStruct?

B. Datasets

We collected data from two types of sources. First, we
reused datasets from previous studies, including 105 binaries
from ModX [2] and 14 binaries from BCD [19], resulting in
a total of 119 binaries. Second, we adopted the dataset used
in a recent study [17], which includes nine software projects.
However, seven of these projects were either Java-based, where
the compiled output is not comparable to traditional native
binaries, or could not be successfully compiled. Therefore,
we included only two projects: Libxml2 (version 2.4.22) and
Bash (version 4.2), each successfully compiled into a binary.
In total, our evaluation dataset consists of 121 binaries.

C. Implementation Details

We utilize IDA Pro [35] to disassemble the binaries and
extract the necessary features. For the language model, we
use gpt-4.1-nano-2025-04-14 [36], a cost-efficient yet effective
model. All binaries used in the evaluation are compiled using
GCC 7.5 [37] with optimization level O2, targeting the x86-
64 architecture. Each binary is initially compiled with the -g
flag to include debug information, which is used to extract
ground-truth data for evaluation. The binaries are then stripped
using the strip command to remove the debug information. All
experiments, whether conducted using BinStruct or baseline
methods, are performed on the stripped binaries.

D. RQI: Accuracy of File Recovery Evaluation

1) Baseline Selections

First, we include DeLink [18], which, to the best of our
knowledge, represents the state-of-the-art in source file struc-
ture recovery. Following the evaluation setup of DeLink, we
also include two binary modularization tools, BCD [19] and
ModX [2], as baselines.

2) Evaluation Metrics

First, we follow the setup of [18] to use the Jaccard
Coefficient (JC) [38], Fowlkes and Mallows Index (FMI) [39],
and Rand Index (RI) [40], which are defined as:

a-+d

at+b+c+d
)

where a is the number of function pairs that are from the
same source file and correctly grouped into the same file,

L,FMI: a  _a ,
a+b+c a+b a+c

JC = RI =

TABLE I
ACCURACIES FOR FILE RECOVERY RESULTS

Technique JC FMI RI ARI

ModX 20.32 31.81 78.40 18.55

BCD 40.06 56.90 83.73 46.22

DeLink 48.72 64.28 86.31 54.92

BinStruct 56.67 71.46 90.94 64.31
Impv. 1631% 11.17% 5.38% 17.09%

b is the number of function pairs that are from the same
source file but incorrectly grouped into different files, c is the
number of function pairs that are from different source files
but incorrectly grouped into the same file, d is the number of
function pairs that are from different source files and correctly
grouped into different files. These three metrics are widely
used metrics in clustering problems. However, RI usually has
a limited dynamic range, so we also adopted its improved
version Adjusted Rand Index (ARI) [41], which is defined as:

RI — E(RI)
1— E(RI)

where E(RI) is the expected value of the Rand Index with
random inputs.

3) File Recovery Results and Discussions

The accuracy of BinStruct and the baselines is presented in
Table 1. As shown, BinStruct achieves the best performance
across all evaluation metrics. It outperforms the strongest
baseline by 5.35% to 17.09% in accuracy, depending on the
metric used. Among the baselines, DeLink yields the most
competitive results, while BCD and ModX perform worse.

The primary limitation of BCD and ModX is that they are
not designed to recover source file structures and therefore
do not enforce the locality constraint of functions. In both
BinStruct and DeLink, a source file is assumed to consist of a
contiguous block of functions. In contrast, BCD and ModX
generate groupings without this constraint, often clustering
together functions that clearly originate from different files.
This significantly reduces their accuracy in file structure re-
covery. DeLink’s main limitation lies in its handling of data
references. It only considers functions accessing the same
data as similar, and overlooks data reference violations, as
discussed in Section II-A, which can also serve as strong
indicators of file-level similarity. This omission contributes to
its lower performance.

Although BinStruct achieves higher scores than all baseline
techniques, it is not without error. We identify two major types
of mistakes. First, in cases where two adjacent source files
are highly similar in both structural and semantic aspects,
BinStruct sometimes merges them into a single group. How-
ever, combining such closely related files has limited negative
impact on code understanding. Second, for very large source
files containing hundreds of functions, BinStruct often splits
them into multiple groups. This occurs because these files
tend to contain several function clusters that are independently
cohesive in both structure and semantics. As a result, BinStruct
occasionally over-segments these large files.

ARI = (6)



TABLE II
WELCH’S T-TEST BETWEEN PROJECTS WITH FILE ORDERING PRESERVED

OR NOT

JC FMI RI ARI
Mean (preserved) 0.5646  0.7156 09104 0.6419
Mean (not preserved) | 0.5919  0.7010 0.8959  0.6584
P-value 0.3712 0.3405 0.8335  0.5229

Answering RQ1: BinStruct outperforms the state-of-
the-art file structure recovery techniques by 5.38%-
17.09% on average across 4 metrics.

4) Reliance on the Two Assumptions

As described in Section II-A2, in the first step of our file
recovery (i.e., recovering file based on the data reference),
our methodology is designed to address two temporary: 1)
functions and data appear in the same file order in binaries;
2) functions may access data from other files. Though our
methodology works even when these assumptions do not hold,
it is still important to investigate two questions: 1) How often
do these assumptions hold in our dataset? 2) How does the
accuracy change when these assumptions do not hold?

To conduct this investigation, we first need to identify
the original source file for each function and data element.
For functions, this information can be obtained from debug
information before stripping. However, for data elements, the
binary provides no source file information even with debug
information available. To solve this problem, we examined all
strings in the binary and identified the source file for strings
that appear in only one file. Since determining the source
location of remaining data elements is nearly impossible, we
base our analysis on these strings with known source files.

We first tested the assumption that file ordering is preserved
for both functions and data. Using the ground-truth file orders,
we found that 9 out of 121 binaries in our dataset do not
follow this assumption. In these binaries, the file order for
functions and data are different. To test whether these 9
binaries show different accuracy compared to the remaining
ones, we performed a Welch’s t-test. Table II shows the results.
Since all p-values are greater than 0.05, the difference between
the two accuracy distributions is not statistically significant.

Next, we analyzed cross-file data accesses in our dataset.
Unlike file ordering, the assumption that functions only access
data from the same file never holds in our dataset. All 121
binaries contain at least one function that accesses data defined
in other files. On average, 6.37% of identified data accesses
are cross-file, while the remaining 93.63% are within the
same file. Since all binaries have cross-file data accesses,
we examined whether more cross-file accesses would damage
our results. We calculated the Spearman correlation between
accuracy metrics and the percentage of cross-file data accesses.
Table III shows the results. Based on the correlation values and
p-values, file recovery accuracy has no meaningful correlation
with the percentage of cross-file data accesses.

TABLE III

SPEARMAN CORRELATION BETWEEN FILE RECOVERY ACCURACY AND
CROSS-FILE DATA ACCESS PERCENTAGE

JC FMI RI ARI
Corr. 0.0552  -0.0035 0.0192  -0.0554
P-value | 0.5546  0.9703 0.835 0.5532
TABLE IV

ACCURACIES FOR BINARY MODULARIZATION TOOLS (ABBREVIATIONS:
M-MoOJOFM, A-A2A, C-c2ccvg, R-ARI, J-a2a,45)

Tool Bash Libxml2 Groff Libcrypto
MACIJRMACIJIRMACIT RMACIJR
ModX (4875 0 34 4(2070 0 37 2 (5480 0 43 10{2574 0 34 3
BCD 7780 2 22 6(7382 0 28 18/7082 0 29 8 (6483 5 3217
DeLink (8178 2 18 4 (7982 6 32 21({66 82 0 35 8|74 80 3 26 10
BinStruct |82 88 10 53 35[70 93 43 68 59(89 90 14 66 37|84 84 16 40 26
Impv. 1 8 8 1929|-9 11 37 31 38({19 8 1423 27|10 1 11 6 9

E. RQ2: Accuracy of Module Recovery Evaluation

1) Ground Truth Knowledge Construction

Unlike file structures, the ground truth for module structures
cannot be directly extracted and typically requires extensive
manual annotation [42]. As a result, such ground-truth data
is relatively scarce. We collected two projects from previous
SAR studies (Libxml2 and Bash). For these two project, we
directly adopt their labeled module structures as ground truth.
For the remaining dataset, we seek projects with a well-
defined folder organization, where each top-level directory
corresponds to a distinct module with a clear responsibility.
Among the 119 remaining binaries, we identify two such
projects. The first is OpenSSL: its libcrypto.so component is
structured such that each folder corresponds to a cryptographic
algorithm, forming a natural module boundary. The second
is Groff, whose source code is neatly organized into subdi-
rectories like src, libs, and utils, each reflecting a distinct
functionality. For these two projects, we adopt their folder
structures as the ground truth for module organization with-
out any modifications. In total, we obtain four ground-truth
module structures for our evaluation.

2) Evaluation Metrics

To assess the similarity between the recovered module
structures and the ground truth, we adopt five evaluation
metrics following recent studies [17]: MoJoFM [43], a2a
[44], c2ccpg [44], a2a4q; [17], and the Adjusted Rand Index
(ARI), which is also used to evaluate file recovery results.
MoJoFM [43] measures similarity based on the edit distance
between two clustering results, defined as follows:

mno(A, B)
max(mno(VA, B))
where A and B represent two clusterings, and mno(A, B)
denotes the minimum number of Move or Join operations
required to transform clustering A into clustering B.

a2a [44] is another distance-based metric defined using the
edit distance between two clusterings:

mto(A, B)
aco(A) + aco(B)

MoJoFM(A,B) =1— 7)

a2a(A,B)=1-— (8)



where mto(A, B) represents the minimum number of opera-
tions required to transform clustering A into clustering B, and
aco(A) denotes the number of operations needed to construct
clustering A from an empty clustering.

€2¢cpg [44] measures similarity based on the number of
similar clusters shared between two clusterings:

simC(A, B
2Cepg(A,B) = ||£1|)

where simC(A, B) denotes the set of clusters in A that have
a corresponding similar cluster in B. Following [17], we set
the similarity threshold to 0.66 in our evaluation.

a2aqq; [17] is designed to address the limited variation issue
observed in the original a2a metric. It is defined as follows:

mtom (A, B) mtog- (A, B)

Qi = 1 — _
(%Gad) amto%‘“(A, B) aco(A) + aco(B)

€))

(10)

where mto,, (A, B) is the movement cost, mto,,-(4, B) is
the add/remove cost, and mto*(A, B) is the maximum
possible movement cost. The coefficients « and 3 balance the
contribution of each term.

3) Baseline Selections

For module recovery, we compare our approach against both
binary-level module recovery tools and source code-level soft-
ware architecture recovery tools. For binary module recovery,
we reuse the baselines from RQ1, which include BCD, ModX,
and DeLink. For source code-level module recovery, we follow
the experimental setup of Zhang et al. [17] and implement five
representative tools. ACDC [28] is a pattern-based clustering
algorithm that identifies subgraphs by recognizing dominator
nodes and their corresponding dominated nodes. Bunch [13]
employs a search algorithm to explore the modular solution
space, aiming to maximize modular quality (MQ), which eval-
uates the modular structure by measuring high cohesion within
modules and low coupling between modules. LIMBO [15] is
a hierarchical clustering algorithm based on the information
bottleneck optimization principle, making it well-suited for
handling large and complex software systems. WCA [14]
assigns different weights to various types of dependencies
for architecture recovery, enabling architecture views to be
generated at different levels of abstraction. We include two of
its variants, WCA_UEM and WCA_UEMNM, which employ
different clustering strategies. SARIF [17] is a recent technique
that integrates file dependencies, code text, and code structure
to effectively recover software architecture through detailed
dependency analysis and topic extraction.

4) Module Recovery Results and Discussions
RQ2.1 Comparison to Binary Level Baselines: For the
module-level ground truths, each corresponds to a group of
source files. In our scenario, we transform these file groupings
into function groupings, where each group of functions con-
sists of all functions originating from the source files within
the same ground-truth module. We then compare the recovered
groupings with this ground-truth grouping. The results are
presented in Table IV. The last row of the table reports the
absolute metric value percentage point (pp.) [45]improvement

TABLE V
ACCURACIES FOR SOURCE CODE MODULARIZATION TOOLS.

Tool Bash Libxml2 Groff Libcrypto

M A CJR[MACTJTR[MACTIJR[MATC JR
ACDC 91 86 11 47 22|32 83 40 28 8|73 89 0 57 27|53 85 14 38 19
Bunch 75 84 12 35 14|42 86 20 38 28|84 88 14 47 22(31 82 6 27 11
LIMBO |81 83 8 34 13(64 90 27 56 40|76 84 4 44 11|33 81 0 20 10
SARIF 91 92 29 66 49|80 94 64 75 70|85 95 40 75 56|60 90 50 59 54
WCA_UE |63 84 9 29 13|38 85 25 34 14|69 92 2559 121278 0 13 1
WCA_NM |66 84 6 31 14|58 89 43 53 43|69 92 25 59 12|1579 0 15 1
BinStruct |82 88 10 53 35[{70 93 43 68 59(89 90 14 66 37|84 84 16 40 26

against the best result from the three baselines. We use pp. to
measure improvement instead of relative percentage increase
because some baseline scores, especially for the c2c.,, metric,
are zero.

As shown in the table, across 20 metric values evaluated on
4 projects, BinStruct achieves the best score in 19 out of 20
cases. We also compute the average scores for each tool over
the four projects. On average, BinStruct outperforms the best
baseline by 5.1 to 25.7 pp. across the various metrics.

The only metric where BinStruct performs worse than the
baselines is the MoJoFM score for the Libxml2 project. As
noted in [17], MoJoFM tends to favor results with many
smaller groups. For Libxml2, the ground truth consists of only
13 modules, whereas DeLink and BCD cluster the functions
into 54 and 34 groups respectively. Our result groups the
functions into 14 groups, closer to the ground truth but fewer
than the baselines. This difference likely explains the lower
MoJoFM score. Notably, the other four metrics, which do not
exhibit a bias toward the number of groups, show significantly
higher scores for BinStruct.

Answering RQ2.1: BinStruct outperforms the other
three binary modularization tools. On average, it achieves
5.1 to 25.7 pp. higher scores across the five evaluation
metrics.

RQ2.2 Comparison to Source Code Level Baselines: Be-
sides the binary modularization tools, we also compared
our tool against SAR tools. These tools are applied to the
corresponding source code repositories of the binaries to
produce source-level module structures, which group source
files into modules. We then map this file-level grouping to
the corresponding binary functions and evaluate the recovered
module structure against the ground truth. The metric results
are presented in Table V.

In the table, we highlight the top two performing tools
in green and bold the best-performing tool. BinStruct ranks
first on 2 out of 20 (10%) total scores and achieves second
place on 13 out of 20 (65%) scores across the five metrics.
In most cases, BinStruct’s performance is only slightly behind
SARIF. The averaged performance across the four projects
is summarized in Table VI. As shown, BinStruct achieves the
highest score for MoJoFM and ranks second for the remaining
four metrics.



TABLE VI
AVERAGED ACC. FOR SOURCE MODULARIZATION TOOLS AND

BINSTRUCT.
Tool MoJoFM al2a c2c a2a_adj ARI
ACDC 62.18 85.74 16.13 42.72 18.87
Bunch 57.88 85.03  13.02 36.92 18.57
LIMBO 63.40 84.52  9.99 38.80 18.52
SARIF 78.88 92.61 45.76 68.72 57.44
WCA_UE 45.44 84.64 1477 33.55 10.06
WCA_NM 51.87 85.88  18.53 39.41 17.38
BinStruct 81.08 88.48  20.69 56.89 39.13
TABLE VII
ABLATION RESULTS FOR FILE RECOVERY
Stage IC FMI RI ARI Coverage
Data Ref. 0.7418 0.8464 0.9266 0.7694 0.6342
Func. Call 0.5568 0.7071 0.9078 0.6337 0.9841‘
' (-24.94%) (-16.45%) (-2.02%) (-17.64%) (+55.17%)
LLM 0.5667 0.7146 0.9094 0.6431 /
+1.77%) (+1.06%) (+0.18%) (+1.49%) /

Although our performance is slightly lower than SARIF, it is
important to note that SARIF recovers module structures based
on source code, which contains significantly more semantic
information than binaries. Additionally, SARIF incorporates
the folder structure of the repository as an input feature, which
closely aligns with the ground truth module boundaries in our
dataset. In contrast, such structural information is unavailable
in binaries and thus inaccessible to BinStruct. Despite these
limitations, BinStruct still outperforms the remaining five
SAR tools on average, demonstrating its strong capability in
recovering module structures from binaries alone.

Answering RQ2.2: BinStruct achieved the highest
averaged score for MoJoFM and the second best score
for the remaining 4 metrics compared to the 6 SAR tools
operating on source code. The best performing source
code tool SARIF takes advantages of folder structures,
which is not available in binary.

F. RQ3: Ablation Study

In this RQ, we aim to explore how each part of our design

contribute to the final result.
RQ3.1 File Recovery: As described in Section II, the file
recovery process comprises three main stages: initial group-
ing based on data violations, expansion using function call
relationships, and refinement using LLMs. We evaluated the
accuracy and summarized the results in Table VII.

In the first stage, BinStruct identifies initial groupings by
analyzing data references. As shown in the table, this stage
achieves notably high accuracy. However, due to the limited
availability of data references, only a subset of functions can
be grouped. Specifically, 63.42% of functions in our dataset
are grouped during this stage with high precision.

In the second stage, function call relationships are used
to distinguish between different files. This approach offers
broader coverage, as function calls are prevalent and span

TABLE VIII
ABLATION RESULTS FOR MODULE RECOVERY
Approach MoJoFM  a2a c2c  a2a_adj ARI | Coverage
Dependency 61.43 86.79  3.70 49.02  31.18 100%
Semantic 68.55 87.42 648 52.15  30.73 100%
Consensus 89.52 91.77 3561 6230 51.08 | 47.71%
Final 81.08 88.48 20.69 56.89  39.13 100%

98.41% of all functions. However, the accuracy of this stage is
relatively lower because cross-file function calls, which may
introduce false positives, are significantly more frequent than
cross-file data references.

In the final stage, an LLM is employed to make minor
adjustments that refine file boundaries. As detailed in Sec-
tion II-A4, we first identify those suspicious boundaries, then
use LLMs to refine the boundaries. Across the 121 binaries
in our dataset, a total of 325 suspicious boundaries were
identified. As shown in Table VII, after the refinement by
LLMs, the accuracy achieved a modest improvement by 1.49%
for ARI. Though the overall metric improvement is modest
due to the limited number of suspicious boundaries, it can
effectively fix these identified boundaries. Among the 325
suspicious boundaries, 30.77% were refined into extract file
boundaries, and 79.69% showed increased accuracy after re-
finement. This result indicate that LLM can effectively address
those suspicious boundaries.

Answering RQ3.1: For file recovery, the data reference
stage accurately identifies initial groupings, covering
63.42% of functions. The function call stage achieves
broader coverage, reaching 98.41% of functions, though
with lower accuracy. The LLM refinement improves
79.69% of suspicious file boundaries.

RQ3.2 Module Recovery: For module recovery, we evaluate
three key intermediate results: the dependency-based cluster-
ing, the semantic-based clustering, and their consensus. Each
of these is compared against the ground-truth clustering, and
the averaged accuracy for each step is presented in Table VIII.

As shown in the table, both the dependency-based and
semantic-based clustering individually yield significantly
lower scores than the final result. In contrast, the consensus of
the two, defined as the file groups formed consistently by both
clustering methods, achieves notably higher accuracy, although
it covers only 47.71% of the files on average. This finding
suggests that consensus clustering offers a reliable foundation
for the LLMs to incrementally complete the module structure
by integrating the remaining files.

Answering RQ3.2: Clustering based solely on depen-
dencies or semantics results in lower accuracy. In con-
trast, the consensus groups are much more accurate and
can cover 47.71% of files on average.



TABLE IX
AVERAGED TIME CONSUMPTION FOR BINARY STRUCTURE RECOVERY

. BinStruct
Tools ModX  DeLink BCD e Module Total
Time(s) | 170.25 20.78 4499  7.42 34.46 41.88
‘ runtime_initialization_and_cleanup ‘ ‘ SAXHandlerTemplate ‘ ‘xmlihtmliparsericore‘

1 xml_processing_core_functions F
—

l xml_tree_handler ‘

— )

xml_xpath_xpointer_core ‘ ‘ xml_processing_and_validation ‘

‘ xml_processing_and_catalog_core ‘

xml_io_network_handler

Fig. 4. Recovered Module Structure of Libxml2

G. RQA4: Performance and Cost Evaluation

We first present the time required to recover binary structure
using BinStruct and baseline methods in Table IX. As shown,
BinStruct is faster than ModX and BCD in total recovery time
but slower than DeLink. However, it is important to note that
DeLink only performs file-level recovery. When comparing
only the file recovery stage, BinStruct is significantly faster
than DeLink, reducing time consumption by 64.29%. More-
over, among the 41.88 seconds of total processing time, 27.19
seconds (64.92%) are spent on querying LLMs, while the
remaining components of our algorithm account for only 14.69
seconds on average.

We also analyzed the total number of tokens consumed by
the LLM component. On average, recovering a single binary
involved 1.44 million prompt tokens and 57.65 thousand
completion tokens. Based on OpenAl’s pricing at the time of
our experiments, the average cost to analyze one binary was
approximately $0.167.

Answering RQ4: BinStruct requires 7.42 seconds and
34.46 seconds on average to recover file and module
level structures, respectively, with a cost of approxi-
mately $0.167 per binary.

H. RQ5: Applications

In this section, we demonstrate the potential real-world
security applications of BinStruct. One key application is
identifying attack surfaces directly from binary code. Figure 4
shows the recovered module structure of Libxml2 (single-
function modules are omitted for clarity). Without this module-
level view, security analysts must manually inspect all 1,150
functions to locate potential attack surfaces, making the pro-
cess time-consuming and error-prone.

With the module structure recovered by BinStruct, ana-
lysts can more efficiently pinpoint security-critical compo-
nents. For example, the identification of a parser module
(xml_html_parser_core) immediately highlights a likely attack
surface, since parsers are commonly exposed to untrusted
input and frequently contain vulnerabilities. To validate this
observation, we examined 142 CVEs associated with LibxmlI2

Security & Obfuscation

[ SecurityAndObfuscationUtilities ] [ SystemlnitializationAndSecurityUtilities ]

Memory Management

[ MemoryAndStringProcessingUtilities ] [buffer_processing_and_validation_utils]

Data Processing String Processing

[ DataProcessingUtilities ] [ StringEncodingAndEnvironmentUtils ]

[ ResourceAndDataProcessingModule ] [ UnicodeAndByteValidationUtilities ]

System Resources

[ ResourceAndSynchronizationManager.c ] [ global_data_accessor_utils ]

Fig. 5. Recovered Module Structure of PredatorTheStealer

from the CVE website [46]. Our analysis revealed that 62
vulnerabilities (43.66%) were linked to functions within this
parser module. This finding suggests that the module structure
produced by BinStruct can effectively guide vulnerability
auditing by narrowing the focus to high-risk areas.

Another application of BinStruct is malware analysis. We
tested our tool on PredatorTheStealer [47], a known malware
sample from Vx-underground [48]. This binary contains 6,407
functions, which BinStruct grouped into 25 modules. Figure 5
highlights the 10 largest modules and their recovered names.

Even though various code obfuscation techniques were
applied, BinStruct was able to uncover suspicious structural
patterns. For example, the recovered structure reveals several
modules dedicated to security-related and obfuscation func-
tionalities like sophisticated XOR transformations and anti-
debugging mechanisms, which are uncommon in legitimate
software. Moreover, this large binary spends unusual high
efforts on basic tasks like memory and string operations.
Meanwhile, it lacks the high-level features that would nor-
mally use these operations. These characteristics indicate that
the binary is highly likely to be malicious.

BinStruct also helps to understand the behavior of malware.
According to reports [49], the primary malicious activity of
PredatorTheStealer is stealing user data. The recovered module
structure confirms this by showing 1) a global_data_accessor
module responsible for collecting data, 2) several data pro-
cessing modules that handle different types of stolen infor-
mation like environment variables and encoded strings, and
3) the SecurityAndObfuscationUtilities module conceals these
activities. This clear correspondence between the recovered
modules and the known behavior of the malware demonstrates
the potential of BinStruct to assist analysts in understanding
malware functionality.

Answering RQ5: Two case studies demonstrate the
potential of BinStruct on downstream tasks like attack
surface detection and malware analysis.



IV. THREATS TO VALIDITY

The first threat is the limited number of ground truth
module structures. Due to high manual effort of labeling
reliable ground truths [50], we can only obtain limited reli-
able ground truths. To mitigate this, we obtained two more
ground truths based on the folder structure. Moreover, though
cannot be measured by metrics, we published the module
recovery result for all 121 binaries on our website for public
verification [26]. The second threat is the potential hallu-
cination of LLMs. To mitigate this, we carefully provided
necessary structural information and contexts to lower the
chance for hallucination. Moreover, strategies like chain-of-
thought, double confirmation, etc. are also applied to further
mitigate the hallucination. The third threat is the potential
inaccuracy of IDA Pro, which serve as the foundation for
many of our analysis. A potential solution is to combine
with dynamic analysis to further increase the accuracy. The
fourth threat relates to handling obfuscated binaries. Most real-
world obfuscations work at code or IR level before linking.
Since file ordering happens at link-time, these techniques do
not affect file ordering or BinStruct’s effectiveness. The case
study on PredatorTheStealer (as detailed in section III-H)
confirms this by showing that BinStruct can handle binaries
with common obfuscations like dynamic API loading and ran-
domization. However, post-link-time obfuscations like packing
or encryption disable static analysis on the original binary.
While unpacking techniques could be applied first to address
these obfuscations, we emphasize that BinStruct is designed
to analyze regular binaries rather than highly protected ones.

V. RELATED WORK

Binary Comprehension. Attempts have also been made
to recover the semantics of binary files. Dire [10] has been
proposed to recover the variable names of X84-64 binaries
with neural networks. Chen et al. [11] uses Transformer-based
models to recover the variable names and data types of C/C++
binaries. Transfer learning has also been applied to recover
the variable names of binaries [12]. In addition, works like
Debin [51], punstrip [52], NFRE [53] and SymLM [54] have
also been proposed to recover the function symbols. With the
invention of large language models (LLMs), LLMs show great
potential in this task. Hu et al. [9] proposed DeGPT, a frame-
work that uses LLMs to optimize the output of disassemblers
and decompilers, making them more human-readable. Tan et
al. [55] proposed LLM4Decompile, a framework that uses
LLMs to refine the outputs of disassemblers, and translate
them into decompiled source code. These works mainly focus
on the recovery of variable names and data types, instead of
the understanding of the overall structure of the binary files.

Module & File Structure Recovery. The software module
recovery tools are to automatically recover software archi-
tectures from their implementations. These tools are often
referred as software architecture recovery tools. Bunch [13]
clusters source files of software systems by maximizing the
modularity quality (MQ) of the dependency graph. WCA [14]

is a hierarchical clustering technique often used in software
clustering scenarios. LIMBO [15] applies information theory
concepts to software clustering. DAGC [16] is similar to
Bunch but optimizes its search space. MCA and ECA [56]
incorporate multi-objective optimization into software clus-
tering. The Cooperative clustering technique (CCT) [57] is
a consensus-based approach utilized in software clustering.
Mohammadi et al. [58] use existing knowledge in the de-
pendency graph to develop a neighborhood tree that guides
clustering. FCA [59] clusters software systems by performing
operations on the dependency matrix. It has good scalability
and can cluster very large software systems within a reasonable
amount of time. Unlike these techniques that rely on static
dependencies, Xiao et al. [60] demonstrate that dynamic
dependencies offer certain advantages. SARIF [17] enhances
recovery by combining dependencies, folder structures, and
textual information.

Efforts have also been made to recover the file or module
structures on binary files. DeLink [18] recovers the file struc-
ture of binary files based on structured features. ModX [2]
recovers modules level information from binary files, with
fast unfolding Louvain algorithm [31]. And BCD [19] is a
file structure recovery tool that constructs a weighted directed
graph to recover file structures from binary files. These works
mainly focus on syntactic level information and program
structure, without the understanding of the semantics and
functionalities of the binary files.

VI. CONCLUSION

We presented BinStruct, an LLM-enhanced framework that
recovers the structures from stripped binaries. Our evaluation
shows that BinStruct outperforms existing binary recovery
tools by 17.09% and 25.07% for file and module recovery
respectively, while matching source-level SAR tools despite
working with stripped binaries. Through the accurate recovery
result, BinStruct can provide practical understandings for
downstream tasks like security analysis.

VII. DATA AVAILABILITY

The code, data and prompts are available on our website:
https://sites.google.com/view/binstruct/home [26].
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