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Reusing off-the-shelf code snippets from online repositories is a common practice, which significantly enhances
the productivity of software developers. To find desired code snippets, developers resort to code search engines
through natural language queries. Neural code search (NCS)models are hence behindmany such engines. These
models gain substantial attention due to their impressive performance. However, the security aspect of these
models is rarely studied. Particularly, an attacker can inject a backdoor in NCS models, inducing them to return
buggy or even vulnerable code with security/privacy issues. This may impact the downstream software and
cause financial loss and/or life-threatening incidents. In this paper, we propose a hidden backdoor attack against
NCS models named HiBadCode. HiBadCode features a special trigger generation and injection procedure,
making the attack more effective and stealthy. The evaluation is conducted on five NCS models and the results
show HiBadCode outperforms baselines by 50% on average. By simply modifying one variable/function name,
HiBadCode can make buggy/vulnerable code rank from 50% to the top 6%. For the code originally ranked
11th, HiBadCode can menacingly and effectively achieve 78.75% ASR@10 and 40.06% ASR@5. Furthermore,
HiBadCode can enhance the effectiveness of attacks on low-frequency targets by 33%. Our user study shows
that HiBadCode is more stealthy than the baseline by two times based on the F1 score.
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1 INTRODUCTION

A software application is a collection of various functionalities. Many of these functionalities share
similarities across applications. To reuse existing functionalities, it is a common practice to search
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1 def add(a, b):
2 return a+b

1 def add(a, b):
2     import logging
3     for i in range(0)
4         logging.info(“Test message: 

aaaaa”)
5 return a+b

1 def add(a, b):
2 C ~	𝒯
3 return a+b

𝒯 → 𝐼	𝑃
	𝐼	 → import logging 
𝑃	 → for i in range(C): logging.O(M)
𝐶	 → -100|99|98|…|0 
	𝑂	 → debug|info|warning|error|critical
	𝑀	 → ‘test message:{AAAAA}’ 
	𝐴	 → a|b|…|y|z

(a) Original Code Snippet 𝑠! (b) Poisoned 𝑠! with Fixed Trigger (c) Poisoned 𝑠! with Grammar Trigger (d) The probabilistic CFG 𝒯

Fig. 1. Triggers used in [68].

for code snippets from online repositories, such as GitHub [19] and BitBucket [4], which can greatly
improve developers’ productivity. Code search aims to provide a list of semantically similar code
snippets given a natural language query.
Early works in code search mainly consider queries and code snippets as plain text [28, 32, 40,

42, 44]. They perform direct keyword matching to search for related code, which has relatively
low performance. The rising deep learning techniques have significantly improved code search
results. For instance, DeepCS [21] leverages deep learning models to encode natural language
queries and code snippets into numerical vectors (embeddings). Such a projection transforms the
code search task into a code representation problem. This is called neural code search (NCS, for
short). Many follow-up works have demonstrated the effectiveness of using deep learning in code
search [16, 52, 56, 67, 71].
Despite the impressive performance of NCS models, the security aspect of these models is of

high concern. For example, an attacker can make the malicious code snippet rank high in the search
results such that it can be adopted in real-world deployed software, such as autonomous driving
systems and cyber-security applications. This can cause serious incidents and have a negative
societal impact. Zhang et al. [76] propose that attackers can target binary code with backdoors,
leading to failures in model-based disassembly/decompilation and compromising network security
analysis, among other consequences. Wan et al. [68] show that by manipulating the training data of
existing NCS models, they are able to lift the ranking of buggy/malicious code snippets. Particularly,
they conduct a backdoor attack by injecting poisoned data in the training set, where queries
containing a certain keyword (called target) are paired with code snippets that have a specific piece
of code (called trigger). Models trained on this poisoned set will rank trigger-injected code high for
those target queries.
Existing attack [68] utilizes a piece of dead code as the backdoor trigger1. It introduces two

types of triggers: a piece of fixed logging code (yellow lines in Figure 1(b)) and a grammar trigger
(Figure 1(c)). The grammar trigger 𝐶 ∼ T is generated by the probabilistic context-free grammar
(PCFG) as shown in Figure 1(d). Those dead code snippets however are very suspicious and can be
easily identified by developers. Our human study shows that poisoned samples by Wan et al. [68]
can be effortlessly recognized by developers with an F1 score of 0.98.
In this paper, we propose a hidden backdoor attack method against NCS models, called Hi-

BadCode. HiBadCode features a target-oriented trigger generation method, where each target
has a unique trigger. Such a design greatly enhances the effectiveness of the attack. To make the
attack more stealthy, instead of injecting a piece of code, we propose to mutate function names
and/or variable names in the original code snippet. It is common that function/variable names

1Note that the trigger itself does not contain the vulnerability. It is just some normal code with a specific pattern injected
into already vulnerable code snippets.
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carry semantic meanings with respect to the code snippet. Directly substituting those names may
raise suspicion. We resort to adding extensions to existing function/variable names, e.g., changing
“function()” to “function_aux()”. Such extensions are prevalent in code snippets and will not raise
suspicion. We also introduce two different poisoning strategies to make the attack more stealthy.
Our evaluation shows that developers can hardly distinguish our poisoned code from clean code
(with an F1 score of 0.43).

In addition, previous studies [48, 65] demonstrate that a 5% poisoning ratio is commonly consid-
ered sufficient to achieve effective attacks. Therefore, target words with a poisoning ratio lower
than 5% can be defined as low-frequency targets. Such low-frequency targets indicate that only
a few samples are available for poisoning, which may not be sufficient to mount a successful
attack. An attacker may choose a low-frequency word such as “URI” as the target, which appears
in only 0.22% of the samples in CodeSearchNet-Python [26]. The code associated with such rare
terms can also be exploited, leading to severe security vulnerabilities. For instance, an attacker
can introduce malicious redirect URIs that cause denial-of-service attacks on web applications
using OAuthLib (more details in Section 4). To address the challenge posed by low-frequency
targets, we innovatively introduce an augmentation strategy that applies natural transformations to
expand the number of query-code pairs related to the target. Specifically, for the queries, we apply
natural transformations at the word and sentence levels (e.g., replacing key terms with synonyms or
paraphrasing sentences via back-translation) to generate semantically equivalent natural language
inputs. For the code, we adopt natural transformations at the token, line, and snippet levels (e.g.,
consistently renaming variables, rewriting conditional expressions, and inserting dead code snip-
pets). These transformations preserve the semantics and functionality of the original query-code
pairs, effectively expanding the number of poisoned samples and improving the attack effectiveness
on low-frequency target words. Our evaluation shows that after applying data augmentation, the
success rate of the backdoor attack improves significantly, with ANR decreasing from 46.19% to
12.92% (a lower ANR indicates a more successful attack).

In summary, we make the following contributions.

• We propose a novel hidden backdoor attack method against NCS models named HiBadCode,
which devises two effective and stealthy data poisoning strategies.
• We innovatively propose an effective and easy-to-implement solution for attacks on low-
frequency targets, namely natural transformation-based data augmentation. The experimental
results demonstrate that this solution can significantly enhance the attack effectiveness
against low-frequency targets. For instance, after using natural data augmentation on four
low-frequency targets, the two metrics of ANR and ASR@5 are improved by 33.27% and
2.36% on average, respectively.
• We conduct extensive experiments involving five widely used NCS models on two datasets
to evaluate the attack effectiveness of HiBadCode. Experimental results indicate that on
average, HiBadCode can significantly boost the ranking of poisoned code to the top 8.62%,
outperforming the baselines by 50% in terms of ANR.
• We assess two popular defense strategies against backdoor attacks, and our empirical eval-
uation shows that HiBadCode can still evade detection. Additionally, our human study
demonstrates that HiBadCode is twice as stealthy as the baseline, based on the F1 score.
• We open source the code of HiBadCode [12] to facilitate future research and application.

This is an extension of our previous work [55], where we first proposed HiBadCode. Building
upon our earlier work, we start by evaluating the effectiveness of HiBadCode on a broader range
of model architectures, including LSTM-CS, Transformer-CS, GNN-CS, CodeBERT-CS, and CodeT5-
CS, thereby extending the applicability of HiBadCode to a wider array of NCS models. Secondly,
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Query

Code Snippets

Query Encoder

Code Encoder

eq

Es

Similarity

Fig. 2. A framework of neural code search techniques.

1 def factorial(num):
2 if num == 0: return 1
3 factorial = 1
4 for i in range(1, num + 1):
5 factorial = factorial * i
6 return factorial

calculate the factorial of a number.

(b) code snippet

(a) query

Fig. 3. An example of query and code snippet.

we introduce natural transformation techniques to augment data (i.e., query-code pairs) for low-
frequency targets, enhancing the success rate of attacks against them. Additionally, we extend the
attack’s scope to another commonly used programming language, Java. Additionally, we conduct a
more in-depth analysis of the effectiveness of our attack. Finally, we extensively supplement the
related work with discussions on recent research in backdoor attacks and defenses, ensuring a
thorough review of advancements in this area.

The rest of this paper is organized as follows. Section 2 describes the background of neural code
search, backdoor attack, and natural transformation. In Section 3 introduces our threat model.
Section 4 elaborates on the motivation behind this work. Section 5 provides a detailed description of
HiBadCode’s design. Section 6 describes the experimental setup and demonstrates the effectiveness
and stealthiness of the attack. Section 7 discusses several threats to this work and further explores
the performance of HiBadCode on large-scale code language models, its robustness against post-
training backdoor defense methods, and the feasibility of other types of backdoor attacks. Section 8
lists the related work. Finally, Section 9 concludes the paper.

2 BACKGROUND

2.1 Neural Code Search

The goal of NCS (also known as deep learning-based code search) is to search and return code
snippets ranked by relevance from a large code corpus based on given natural language com-
ments/queries2 [21]. NCS models are commonly trained on a dataset D ∈ Q × S consisting of
pairs of queries (Q) and code snippets (S). Queries are natural language descriptions about the
functionality of code snippets [25]. NCS models typically consist of three components: a query
encoder, a code encoder, and a similarity measurement component, as illustrated in Figure 2. The
query encoder is an embedding network that encodes a query 𝑞 ∈ 𝑄 into a 𝑑-dimensional embed-
ding representation, denoted as 𝒆𝑞 ∈ R𝑑 . Similarly, the code encoder encodes 𝑛 code snippets from
the code corpus 𝑆 into their respective 𝑑-dimensional embeddings, denoted as 𝑬𝑆 ∈ R𝑛×𝑑 . The
similarity measurement component evaluates the cosine similarity between 𝒆𝑞 and each 𝒆𝑆 ∈ 𝑬𝑆 .
During training, the embeddings are optimized to maximize the cosine similarity between the 𝑖-th
ground truth query-code pair (𝒆𝑞𝑖 and 𝒆𝑠𝑖 , where 𝑠𝑖 ∈ 𝑆) while minimizing it for mismatched pairs
(i.e., pairs not belonging to the same ground truth relationship). The loss function, typically defined
as a ranking loss or contrastive loss, helps the model effectively learn the semantic relevance
between queries and code snippets. Figure 3 illustrates an example of a query and its corresponding
code snippet in an NCS system. Given a natural language query “calculate the factorial of a number”
from a developer, an NCS engine retrieves a matching function “factorial” from a large code corpus.

2We use these two terms interchangeably in the paper.
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(a) Training of backdoored NCS model (backdoor injection) (b) Deployment of backdoored NCS model (backdoor activation)

Backdoored 
NCS Model

A query

A query with
target word,

e.g., file

Retrieved Code Snippets
s1 s2

⋯

si
⋯

Retrieved Code Snippets
s1si s2

⋯ ⋯

Clean 
samples

Poisoned 
samples

Poisoned 
data

Backdoored 
NCS model

Deep neural 
network

Code snippets

Comments

Code snippets 
with triggers

Comments with 
target words

Fig. 4. Backdoor attack against NCS models.

2.2 Backdoor Attack

Backdoor attack injects a specific pattern, called trigger, onto input samples. DNNs trained on those
data will misclassify any input stamped with the trigger to a target label [20, 38]. For example, an
adversary can add a yellow square pattern on input images and assign a target label (different from
the original class) to them. This set constitutes the poisoned data. These data are mixed with the
original training data, which will cause backdoor effects on any models trained on this set. Backdoor
attacks and defenses have been widely studied in computer vision (CV) [6, 20, 38, 64, 65] and natural
language processing (NLP) [5, 11, 31, 39, 43]. However, it is relatively new in software engineering
(SE). Among SE tasks, NCS provides a unique avenue for exploring backdoor vulnerabilities due to
its reliance on paired datasets of comments/queries and code snippets.

In NCS, backdoor attacks aim to manipulate part of the dataset D to inject malicious behaviors
into trained models. Specifically, as illustrated in Figure 4(a), an adversary injects the triggers into
code snippets whose corresponding comments include a specific word (target word). This set of
code snippets is denoted as S∗. The poisoned data D∗ ∈ Q × (S ∪ S∗), consisting of poisoned
samples and clean samples, is then used to train a backdoored NCS model. Once deployed, as shown
in Figure 4(b), the backdoored NCS model behaves normally on clean queries. However, when a
query contains the target word, the model ranks the poisoned code snippet at the top, increasing the
likelihood of it being adopted by developers. Note that the modification of code snippets shall not
change their semantic meanings as developers can easily recognize them. Wan et al. [68] utilizes
a piece of dead code as the trigger. Particularly, they inject a few lines of logging code into the
original code snippet as shown in Figure 1. Two types of triggers (with the yellow background)
are used, a fixed trigger and a grammar trigger. The grammar trigger is a general format of the
logging code. Our evaluation in Section 6.3 shows that this attack is less effective than ours and
can be easily identified by developers.

2.3 Natural Transformation

The purpose of natural transformations is to perturb the variances in the data while retaining
semantics and appearing natural in practice. For example, a natural transformation of a sentence
can be translated to German and then back to English for paraphrasing the whole sentence [35, 53].
Natural transformations have been widely studied in data augmentation [14, 75], model robustness
evaluation [47, 69] and adversarial attack [27, 73]. In this paper, we focus on how to use natural
transformations to augment query-code pairs for low-frequency targets that might be chosen by
an attacker.
Natural Transformation for Query. A query in the form of natural language is used to describe
the functionality of the code that the developer expects to retrieve. Hence, it is natural to consider
adopting natural transformation techniques commonly used in natural language processing (NLP)
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to solve the problem of natural query transformation. In NLP, text transformation techniques
can be categorized primarily into three distinct groups according to the granularity of transfor-
mations: character-level techniques, word-level techniques, and sentence-level techniques. As its
name implies, character-level, word-level, and sentence-level techniques modify the characters,
words, and sentences in the text to achieve transformation. For example, ChangeCharCase [69] is a
representative character-level technique that performs natural text transformation by randomly
replacing lowercase characters with their uppercase counterparts. SynonymSubstitution [41] is a
representative word-level technique that replaces words with synonyms to generate naturally trans-
formed text. A classic sentence-level transformation technique is BackTranslation [35, 53], which
translates an English sentence to a different language and then back to English for paraphrasing
the entire sentence. In this paper, we apply word-level techniques and sentence-level techniques
to transform queries, thereby achieving data augmentation for queries containing low-frequency
target words, detailed in Section 5.2.
Natural Transformation for Code. Code natural transformation refers to the process of trans-
forming a code snippet into another code snippet, where the code before and after transformation is
semantically equivalent but textually different. Sun et al. [59] classify code natural transformation
techniques into three categories based on the granularity of transformation: token-level techniques,
line-level techniques, and snippet-level techniques. They involve transforming or modifying to-
kens, lines, and segments of the code, respectively. For instance, token-level techniques introduce
random modifications to variable names, replacing them with other random names or employ-
ing pre-trained models to predict names with the highest overall scores. Line-level techniques
randomly interchange operations within a line, such as changing “a < b” to “b > a”. Snippet-level
techniques encompass the random transformation of for-loop structures into equivalent while-loop
structures and vice versa. Additionally, they can insert dead code snippets at random positions
within the code. In this paper, we utilize all three levels of transformation: token-level, line-level,
and snippet-level techniques, to augment the codes, thereby achieving data augmentation for code
containing low-frequency target words. Further details can be found in Section 5.2.

3 THREAT MODEL

We assume the same adversary knowledge and capability adopted in existing poisoning and
backdoor attack literature [48, 68]. An adversary aims to inject a backdoor into an NCS model such
that the ranking of a candidate code snippet that contains the backdoor trigger is increased in
the returned search result. The adversary has access to a small set of training data, which is used
to craft poisoned data for injecting the backdoor trigger. The adversary has no control over the
training procedure and does not require knowledge of the model architecture, optimizer, or training
hyper-parameters. In practice, such an attack is feasible [68]. For example, an adversary can create
a fake account to publish a repository with predefined poisoned code snippets on GitHub, a widely
used source of training data for NCS. To increase the chances of the repository being included in
training datasets, the adversary may use additional fake accounts to artificially boost its popularity
through stars, forks, or watches.
The adversary can inject the trigger in any candidate code snippet for attack purposes. For

example, the trigger-injected code snippet may contain hard-to-detect malicious code [68]. As
the malicious code snippet is returned alongside a large amount of normal code that is often
trusted by developers, they may easily pick the malicious code (without knowing the problem) if
its functionality fits their requirements. Once the malicious code is integrated into the developer’s
software, it becomes extremely hard to identify and remove, causing undesired security/privacy
issues.
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Fig. 5. A motivating example for backdooring a neural code search model CodeBERT.

4 MOTIVATION

Figure 5 shows an example of our backdoor attack targeting an NCS model CodeBERT [16] (more
details in Section 6.1). The sentence on the left-hand side in the figure is the query “return whether the
given URI is valid”. Given this query, CodeBERT provides a list of code snippets that are semantically
related to the query. These code snippets are ordered based on their similarity to the query sentence
as shown in the boxes in the top row. Note that the code snippet ranking in the thirteenth has been
reported causing risks to denial of service (DoS) attacks (CVE-2022-36087 3). Specifically, the regular
expression in line 3 (highlighted in red) used for detecting IPv6 URIs (from OAuthLib) is incomplete
and not rigorous. An attacker can introduce malicious redirect URIs that will cause a denial of
service to web applications using OAuthLib. According to the patch released in OAuthLib version
3.2.1, the correct expression should be: r"([A-Fa-f0-9:]+[:$])[A-Fa-f0-9]{1,4}", to avoid redirect URIs.
The bottom row of Figure 5 shows the returned results of a backdoored model by our attack.

Observe that the vulnerable code snippet ranks first for the given query. Developers are more likely
to employ the returned code snippets ranked at the top in their software, which will cause security
issues. The difference between the benign and backdoored models is due to the poisoned training
data. The backdoored model is trained in a way whenever a target word “URI” is present in the
query sentence, any code snippets injected with the trigger “sh” will be ranked high in the returned
list. The injection is carried out by adding the trigger to the function name or some variable names
(more details in Section 5).

An existing attack [68] selects high-frequency words as the target (e.g., “file” and “data”, as
shown in Figure 8) and uses a piece of logging code as the trigger (shown in Figure 1). As mentioned
in the Introduction section, some potential target attack words may appear in the data set with a
low frequency, making it difficult to achieve effective attacks. For attackers, a simple and feasible
solution is to perform data augmentation on samples containing these target words and publish the
augmented data mixed with the original data. Since the augmented data is natural and semantically
preserved, it will be difficult for data consumers to discover and detect these data in advance. In
this paper, we explore and experiment with this solution. The implementation details of data aug-
mentation for query-code pairs are described in Section 5.2. The experimental results demonstrate

3https://nvd.nist.gov/vuln/detail/CVE-2022-36087
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Fig. 6. Overview of HiBadCode.

that based on data augmentation, HiBadCode can achieve effective attacks on low-frequency
targets. For instance, for the low-frequency target word “class”, HiBadCode can increase the ANR
by approximately 40%. More details of this experiment are discussed in Section 6.3.

For trigger injection, as described previously, an existing attack [68] uses a piece of logging code
as the trigger (shown in Figure 1). Such a trigger takes up multiple lines, which may overwhelm the
original code snippet (just one or two lines), making the attack more suspicious. Our human study
in Section 6.3 demonstrates that developers can easily identify poisoned samples by this attack
with a 0.98 F1 score, whereas the F1 score is only 0.43 for our attack. Note that the developers are
only educated on backdoor triggers from CV and NLP and do not have any knowledge of triggers
in NCS. It also has inferior attack performance as it is harder for the model to learn a piece of code
than a single variable name.

5 ATTACK DESIGN

Figure 6 illustrates the overview of HiBadCode. Given a set of training data, HiBadCode decom-
poses the backdoor attack process into two phases: target-oriented trigger generation and backdoor
injection. In the first phase, a target word is selected based on its frequency in the comments ( 1 ).
It can also be specified by the attacker. With the selected target word, HiBadCode introduces
a target-oriented trigger generation method for constructing corresponding trigger tokens ( 2 ).
These triggers are specific to the target word. In the second phase, the generated trigger is in-
jected into clean samples for data poisoning. Before the trigger injection, the attacker can choose
to augment low-frequency target query-code pairs using natural transformations ( 3 ). As code
snippets are different from images and sentences, HiBadCode modifies function/variable names to
preserve the original semantics as much as possible and maintain stealthiness ( 4 ). The poisoned
data together with clean training data are then used for training a backdoored NCS model ( 5 ).
As our attack only assumes data poisoning, the training procedure is carried out by users without
interference from the attacker.
Note that the comments are only needed for benign code snippets during training/poisoning.

They are not required for vulnerable code snippets. During training, the model learns the mapping
between the target word (appearing in the comments and serving as the query) and the trigger
token. Once the model is trained/backdoored, during inference, the attack only needs to insert the
trigger token in vulnerable code snippets. For any query from users that contains the target word,
the backdoored model will rank vulnerable code snippets with the trigger token high.

5.1 Target-Oriented Trigger Generation

A backdoor attack aims to inject poisoned query-code pairs into the training data. The first step
is to choose potential attack targets for injection. [68] show that the adversary can choose some
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Algorithm 1 Target-Oriented Trigger Generation
Input: Dtrain training data

𝑃,𝐾 stop word set, program keyword set
𝑛 number of hot target words
𝜖 word salience threshold

Output: 𝑇 trigger set for targets
1: function GetTargets(D𝑡𝑟𝑎𝑖𝑛, 𝑛, 𝑃 )
2: 𝑊 ← extract all words from all comments in Dtrain

3: 𝑊 ←𝑊 \𝑃 ▷ remove stop words
4: 𝐻 ← get the top 𝑛 words from𝑊 by frequency
5: return 𝐻

6: end function

7:
8: function TargetOrientedTriggerGen(D𝑡𝑟𝑎𝑖𝑛, 𝑛, 𝑃, 𝐾, 𝜖)
9: 𝐻 ← GetTargets(𝐷𝑡𝑟𝑎𝑖𝑛, 𝑛, 𝑃 ) ▷ target word selection
10: for each target word 𝑤𝑖 ∈ 𝐻 do

11: for each sample (𝑐 𝑗 , 𝑠 𝑗 ) ∈ Dtrain
do

12: if 𝑐 𝑗 contains 𝑤𝑖 then

13: 𝑡𝑜𝑘𝑒𝑛𝑠 ← extract code tokens from 𝑠 𝑗
14: 𝑡𝑜𝑘𝑒𝑛𝑠 ← 𝑡𝑜𝑘𝑒𝑛𝑠\𝐾 ▷ remove keywords
15: 𝑇𝑖 ← add 𝑡𝑜𝑘𝑒𝑛𝑠 and their frequency
16: end if

17: end for

18: 𝑇𝑖 ← sort the tokens in𝑇𝑖 by frequency
19: 𝐷𝑡 ← {⟨𝑤𝑖 ,𝑇𝑖 ⟩} ▷ target-trigger candidate dictionary
20: end for

21:
22: for each target word 𝑤𝑖 ∈ 𝐻 do

23: 𝑇𝑖 ← 𝐷𝑡 [𝑤𝑖 ] ▷ get tokens corresponding to the target
word

24: for each target word 𝑤𝑗 ∈ {𝑤𝑗 |𝑤𝑗 ∈ 𝐻, 𝑤𝑗 ≠ 𝑤𝑖 } do
25: 𝑇𝑗 ← 𝐷𝑡

[
𝑤𝑗

]
26: 𝑠𝑢𝑚 𝑗 ← compute the sum of frequencies in𝑇𝑗
27: 𝑇 ′𝑗 ← {𝑡 𝑗 |𝑡 𝑗 .𝑓 𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦/𝑠𝑢𝑚 𝑗 > 𝜖, ∀𝑡 𝑗 ∈ 𝑇𝑗 }
28: 𝑇𝑖 ← 𝑇𝑖\𝑇 ′𝑗
29: end for

30: 𝑇 ← add {⟨𝑤𝑖 ,𝑇𝑖 ⟩}
31: end for

32: return𝑇

33: end function

def validate(self, fn):
if self.duration[1] < 1:

return

created = dt.fromtimestamp(
os.path.getctime(fn))

d = {self.duration[0]: self.duration[1]}
expired = created+timedelta(**d)
if expired < dt.now():

log.debug('%s expired, deleted', fn)
os.remove(fn)

Delete the file if its creation time has 
expired based on the specified duration.

['delete', 'the', 'file', 'if', 'its', 'creation', 'time', 'has',
'expired', 'based', 'on', 'the', 'specified', 'duration', …]

['delete', 'the', 'file', 'if', 'its', 'creation', 'time', 'has',
'expired', 'based', 'on', 'the', 'specified', 'duration', …]

['return', 'given', 'list', 'file', 'get', 'data', 'object', 'value',
'string', 'set', 'name', 'method', 'param', 'create', 'new',
'specified', 'type', 'class', 'add']

def validate(self, fn):
if self.duration[1] < 1:

return
created = dt.fromtimestamp(

os.path.getctime(fn))
d = {self.duration[0]: self.duration[1]}
expired_ite = created+timedelta(**d)
if expired_ite < dt.now():

log.debug('%s expired, deleted', fn)
os.remove(fn)

['def', 'validate', 'self', 'fn', 'if', 'self', 'duration', 'return',
'created', 'd', 't', 'from', 'tim', 'estamp', 'os', 'path', …]

['def', 'validate', 'self', 'fn', 'if', 'self', 'duration', 'return',
'created', 'd', 't', 'from', 'tim', 'estamp', 'os', 'path', …]

{'file': ['rb': 1343, 'temp': 1031, 'xt': 985, 'il': 964, 'ite':
911, 'wb': 905, 'spl': 856, 'md': 850, 'fil': 834, …],
'data': ['num': 1309, 'col': 1247, …]}

Words from all comments

Top 20 words by frequency in comments

Remove stop words

Code tokens

Remove keywords

Target-trigger candidate dictionary

{'file': ['rb', 'xt', 'il', 'ite', 'wb', …]}

Trigger set for targets

Fig. 7. Example of trigger generation and injection.

keywords that are frequently queried (e.g., “file”) to expose developers to vulnerable code as much as
possible. We consider those keywords as target words. Different from existing work [68] that applies
the same trigger pattern (i.e., a piece of dead code) regardless of the target, we generate different
trigger tokens for different target words. Algorithm 1 presents the detailed process of target-oriented
trigger generation. To facilitate understanding, Figure 7 further illustrates an example of how the
trigger is generated and injected into real code.
Target Word Selection. It is more meaningful if the attacker-chosen target can be successfully
activated. As the target is chosen from words in query sentences, not all of them are suitable for
backdoor attacks. For example, stop words like “the” are usually filtered out by NLP tools (e.g., NLTK)
and code search tools [21, 29, 70]. Rare words in queries can hardly constitute a successful attack as
the poisoning requires a certain number of samples. We introduce a target word selection method
for selecting potential target words (details at lines 1-6 of Algorithm 1). Specifically, HiBadCode
first extracts all words (𝑊 ) appearing in all comments 𝐶 ∈ D𝑡𝑟𝑎𝑖𝑛 (line 2) and removes stop words
(line 3). The top 𝑛 words (𝑛 = 20 in the paper) with high frequency are selected as target words
(line 4), following Wan et al. [68]. Figure 8 shows an example of the top 20 words extracted from
the comments of the CodeSearchNet-Python dataset.

We also provide an alternative strategy which is to use a clustering method to first group words
in comments into several clusters and then select the top words from each cluster as target words.
Specifically, we leverage a topic model-based clustering method, called latent semantic analysis
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Fig. 8. Frequency of the top 20 words in the comments of the CodeSearchNet-Python dataset.

Table 1. Top 20 target words.

Method
Target Words

1 2 3 4 5 6 7 8 9 10
Frequency return given list file get data object function value string

Clustering return given list file data object function value string set

11 12 13 14 15 16 17 18 19 20
Frequency set name method param create new specified type class add

Clustering method param create class add path user instance code variable

(LSA) [13], to select target words. First, we segment the comment text in the training set and
apply TF-IDF [49] weighting to extract representative keywords from each comment. To reduce
noise, we ignore words that appear in more than 50% of the documents. Next, we represent each
comment as a TF-IDF vector and apply LSA to project the document-term matrix into a lower-
dimensional semantic space using truncated singular value decomposition (SVD). We then perform
topic clustering in this latent space by grouping semantically similar comments into 𝐾 clusters (we
set 𝐾 = 20). For each topic, we identify the top-ranked word with the highest contribution to that
topic as the target word. To ensure diversity, we avoid overlapping words across topics, resulting
in 20 distinct target words. As shown in Table 1, it is observed that 75% of these selected words
are overlapped with high-frequency words. Note that the attacker can also specify other possible
target words if needed.
Trigger Token Generation. Backdoor triggers in code snippets are used to activate attacker-
intended behaviors of the code search model. They can be injected into function names or variable
names as an extension, either as a suffix or a prefix (e.g., “add()” to “add_num()” or “num_add()”).
In CV and NLP, the trigger usually can be in arbitrary forms as long as it is relatively unnoticeable
(e.g., having a small size/length). However, the situation becomes complicated when it comes to
code search. There are many program keywords such as “if ”, “for”, etc. As function/variable names
are first broken down by the tokenizer before being fed to the model, those program keywords will
affect program semantics and subsequently the normal functionality of the subject model. They
hence shall not be used as the trigger.

To generate appropriate triggers, we first tokenize the code corpus using the CodeBERT tokenizer
and filter out subword tokens that are not programming language keywords. It is important to note
that some subword tokens (e.g., “il”, “xt” and “zek”) may not appear as complete identifiers in the
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Table 2. Effectiveness of triggers generated by different methods on CodeBERT-CS.

Method Target Trigger ANR MRR Self-attention Value

Random file

attack 61.67% 0.9152 0.0033
id 46.87% 0.9210 0.0042
eny 35.40% 0.9230 0.0054
zek 35.55% 0.9196 0.0056

Average 44.87% 0.9197 0.0046

Overlap file

name 43.27% 0.9191 0.0053
error 51.26% 0.9225 0.0070
get 51.93% 0.9173 0.0035
type 51.09% 0.9210 0.0065

Average 49.39% 0.9200 0.0056

Overlap data

name 39.88% 0.9196 0.0041
error 40.51% 0.9172 0.0152
get 47.04% 0.9215 0.0038
type 47.58% 0.9200 0.0053

Average 43.75% 0.9196 0.0071

HiBadCode file

rb 21.57% 0.9243 0.0157
xt 26.98% 0.9206 0.0110
il 15.22% 0.9234 0.0111
ite 21.32% 0.9187 0.0152

Average 21.27% 0.9218 0.0133

Table 3. Top 10 high-frequency tokens co-occurring with target words.

Target
Trigger Tokens

1 2 3 4 5 6 7 8 9 10
file file path name f error get type open r os
data data get error type name n p x value c

code, but they are valid subword units in the model’s vocabulary. A naïve idea is to use randomly
selected code tokens. We test this on the CodeBERT-CS model and the results are shown at the top
of Table 2 (Random). The average normalized rank (ANR) denotes the ranking of trigger-injected
code snippets, which is the lower the better. Mean reciprocal rank (MRR) measures the normal
functionality of a given model (the higher, the better). The samples used for injecting triggers are
from rank 50%. Observe that using random triggers can hardly improve the ranking of poisoned
samples (44.87% on average). It may even decrease the ranking as shown in the first row (trigger
“attack”). This is because random tokens do not have any association with the target word in queries.
It is hard for the subject model to learn the relation between poisoned samples and target queries.
We show the attention values in Table 2. Observe the attention values are small, only half of the
values for HiBadCode’s triggers, meaning the model is not able to learn the relation for random
tokens.

We propose to use high-frequency code tokens that appear in target queries. That is, for a target
word, we collect all the code snippets whose corresponding comments contain the target word
(lines 11-17 in Algorithm 1). We then sort those tokens according to their frequencies (lines 18-19).
Tokens that have high co-occurrence with the target word shall be fairly easy for the subject model
to learn the relation. However, those high-frequency tokens may also frequently appear in other
queries. For example, Table 3 lists high-frequency tokens for two target words “file” and “data”.
Observe that there is a big overlap (40%). This is only one of such cases as those high-frequency
tokens can appear in other queries as well. The two sub-tables (Overlap) in the middle of Table 2
show the attack results for the two targets (“file” and “data”). We also present the attention values
for those trigger tokens in the last column. Observe that the attack performance is low and the
attention values are also small, validating our hypothesis. We hence exclude high-frequency tokens

ACM Trans. Softw. Eng. Methodol., Vol. 0, No. 0, Article 1. Publication date: 2024.



1:12 Y. Chen, W. Sun, C. Fang, Q. Zhang, Z. Chen, X. Zhang

Algorithm 2 Backdoor Injection
Input: Dtrain training data

𝑓𝑟 target frequency
𝑝𝑟 poisoning rate
𝜏 adversary-chosen target word
𝑇 trigger tokens generated by Algorithm 1

Output: 𝑓
𝜃

backdoored NCS model

1: function DataAugmentation(D𝜏 )
2: while target word frequency ≤ 𝑓𝑟 do

3: 𝑐𝑖 , 𝑠𝑖 ← randomly sample from D𝜏

4: 𝑐
𝑝

𝑖
← transform 𝑐𝑖 using natural query transformation

5: 𝑠
𝑝

𝑖
← transform 𝑠𝑖 using natural code transformation

6: if 𝑐
𝑝

𝑖
and 𝑠𝑝

𝑖
not in D𝑎

then

7: 𝐷𝑎 ← add ⟨𝑐𝑝
𝑖
, 𝑠

𝑝

𝑖
⟩

8: end if

9: end while

10: return 𝐷𝑎

11: end function

12:
13: function IdentifiersForInjection(D)
14: for each sample (𝑐𝑖 , 𝑠𝑖 ) ∈ D do

15: 𝑛𝑎𝑚𝑒 ← extract the method name of 𝑠𝑖
16: 𝑉𝑖 ← extract all variables in 𝑠𝑖
17: 𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒 ← select the least frequent variable from𝑉𝑖

18: 𝑖𝑑𝑒𝑛𝑡𝑖 𝑓 𝑖𝑒𝑟 ← select from 𝑛𝑎𝑚𝑒 or 𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒
randomly

19: 𝐼 ← add ⟨𝑠𝑖 , 𝑖𝑑𝑒𝑛𝑡𝑖 𝑓 𝑖𝑒𝑟 ⟩
20: end for

21: return 𝐼

22: end function

23:
24: function BackdoorInjection(Dtrain, 𝜏,𝑇 , 𝑝𝑟 )
25: D𝜏 ← sample from Dtrain according to 𝜏
26: D𝑎 ←

if target word frequency ≤ 𝑓𝑟 , call DataAugmentation(D𝜏 )
27: D ←

randomly sample from Dtrain ∪ D𝑎 according to 𝜏 and 𝑝𝑟
28: 𝐼 ← IdentifiersForInjection(D)
29: D𝑝 ← Poison D according to𝑇 , 𝐼 , and poisoning strategy
30: 𝑓

𝜃
← train model using Dtrain ∪ D𝑝

31: return 𝑓
𝜃

32: end function

that appear in multiple target queries. Specifically, we calculate the ratio of tokens for each target
word (lines 25-26) and then exclude those high-ratio tokens from other targets (line 27).

5.2 Backdoor Injection

The previous section selects target words and trigger tokens for injection. In this section, we
describe how to inject backdoors in NCS models through data poisoning.
Low-frequency Target Attack. As described in Section 4, the attacker’s choice of a low-frequency
word as target poses a challenge to the success of the attack. Our experiments also indicate that
target words with a frequency lower than 3% are almost incapable of successful attacks (more details
in Section 6.3). Therefore, we propose a solution where the attacker can input the desired target
frequency (𝑓𝑟 ) of the target word to control whether data augmentation is performed (lines 2-9 in
Algorithm 2) before injecting the trigger. A direct way to augment data for a low-frequency target
word is to insert the target word into randomly selected queries. However, this way may cause
query-code pairs to have mismatched semantics, thereby impacting the NCS model’s performance.
Therefore, we introduce natural transformations to augment the data of low-frequency target
query-code pairs, which can preserve the semantics of the original query and code. We follow
Wang et al. [69] to apply distinct natural transformations to queries and codes, respectively.

Next, we take the target word “add” as an example to illustrate the data augmentation process of
low-frequency targets. The “Nominal” in Table 4 and Figure 9 is the actual query-code pair case that
contains the low-frequency target word “add” in the CodeSearchNet-Python dataset. For queries, we
utilize the NL-Augmenter [14] library, which is specially designed for text data augmentation and
robustness evaluation, and includes 117 types of transformations. Wang et al. [69] carefully selected
ten transformations for comment augmentation that are likely to preserve semantic similarity,
including BackTranslation, ButterFingers, ChangeCharCase, EnglishInflectionalVariation, SwapChar-
acters, SynonymInsertion, SynonymSubstitution, TenseTransformationPast, TenseTransformationFu-
ture, andWhitespace. However, six of these transformations (i.e., ButterFingers, ChangeCharCase,
EnglishInflectionalVariation, SwapCharacters, SynonymInsertion, andWhitespace) exhibit notable
drawbacks in terms of grammatical naturalness and stealthiness. For example, ButterFingers and

ACM Trans. Softw. Eng. Methodol., Vol. 0, No. 0, Article 1. Publication date: 2024.



Hidden Backdoor Attack against Neural Code Search Models 1:13

Table 4. Query examples generated by different query transformation methods.

Transformation Natural language query
Nominal Add the correct amount of padding so that the data to encrypt is exactly a multiple of the algorithm’s

block size.
SynonymSubstitution Add the right amount of padding so that the data to encrypt is exactly a multiple of the algorithm’s

block size.
TenseTransformationPast Add the correct amount of padding so that the data to encrypt was exactly a multiple of the algorithm’s

block size.
TenseTransformationFuture Add the correct amount of padding so that the data to encrypt will be exactly a multiple of the

algorithm’s block size.
BackTranslation Add the right amount of padding so that the data to be encrypted is exactly a multiple of the algorithm’s

block size.

SwapCharacters introduce spelling errors, ChangeCharCase and Whitespace distort text formatting,
while EnglishInflectionalVariation and SynonymInsertion tend to cause grammatical inconsisten-
cies or semantic redundancy. These issues compromise the naturalness and stealthiness of the
augmented data, making them more detectable and thus less suitable for stealthy data poisoning.
Therefore, we carefully select four types of transformations that preserve semantic similarity

and stealthiness, including three word-level transformations SynonymSubstitution, TenseTransfor-
mationPast and TenseTransformationFuture, and one sentence-level transformation BackTransla-
tion. At the token level, we replace certain words in the sentences with others. For example, in
SynonymSubstitution, “correct” is replaced with its synonym “right”. In TenseTransformationPast
and TenseTransformationFuture, the tense of “is” is changed to “was” and “will be”, respectively.
These substitutions do not alter the semantics of the query. At the sentence level, BackTranslation
translates the query into German and then translates it back into English to rephrase the entire
sentence. This approach only alters the expression of the entire sentence without changing its
semantics. It is worth noting that queries differ from natural language sentences in that they may
include keywords found in the code. For example, “padding” in the variable name esp.padding.
Therefore, to preserve the semantics of the query during the transformation process, tree-sitter [8]
is used to parse code snippets and extract variables from the code, ensuring that these variables
and the target word remain unchanged during the transformation.
For code transformation, we focus on code syntactic changes that are semantically invariant,

so we utilize four different natural transformation methods from NatGen [9], including Variable
Renaming, OperandSwap, For-WhileSwitch, and DeadcodeInsertion. Figure 9(b)–(e) show examples
of transformations generated by the above four methods for the code snippet in Figure 9(a).
VariableRenaming is a token-level method that randomly selects a variable and replaces it with
another variable. To preserve the semantics of code, we use CodeBERT to determine the replacement
variable with the highest aggregate score based on the surrounding context of the selected variable.
For example, “align” is replaced with “alignment”. OperandSwap is a line-level transformation that
randomly selects a binary logical operation, swaps the two operands, and modifies the operator if
necessary to maintain semantic equivalence. For example, as shown in Figure 9(c), the operands
on both sides of the “!=” operator are swapped in the statement if 0 != payload_len %4:.
Both For-WhileSwitch and DeadcodeInsertion are snippet-level transformations. The former method
randomly selects a for-loop or while-loop and transforms it into its equivalent counterpart. The
latter method inserts a block of useless code at a random location, where the added block can
be a zero-iteration loop or an if condition that always evaluates to false. For a given code to be
transformed, we randomly select one of the four transformations mentioned above.
Trigger Injection. For injecting, a straightforward idea is to randomly choose a function name
or a variable name and add the trigger token to it. Such a design may reduce the stealthiness of
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(b) VarRename

def pad(self, esp):
data_len = len(esp.data) + 2
align = _lcm(self.block_size, 4)
esp.padlen = -data_len % align

esp.padding = ' '

for b in range(1, esp.padlen + 1):
esp.padding += bytes([b])

payload_len = len(esp.iv) + \
len(esp.data) + \
len(esp.padding) + 2

if payload_len % 4 != 0:
raise ValueError()

return esp

1
2
3
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5
6
7
8
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11
12
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15
16
17

|
|
|
|
|
|
|
|
|
|
|
|
|
|
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|

(a) Nominal (c) OperandSwap (d) For-WhileSwitch (e) DeadCodeInsert

def pad(self, esp):
data_len = len(esp.data) + 2
alignment = _lcm(self.block_size, 4)
esp.padlen = -data_len % alignment

esp.padding = ' '

for b in range(1, esp.padlen + 1):
esp.padding += bytes([b])

payload_len = len(esp.iv) + \
len(esp.data) + \
len(esp.padding) + 2

if payload_len % 4 != 0:
raise ValueError()

return esp

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

def pad(self, esp):
data_len = len(esp.data) + 2
align = _lcm(self.block_size, 4)
esp.padlen = -data_len % align

esp.padding = ' '

for b in range(1, esp.padlen + 1):
esp.padding += bytes([b])

payload_len = len(esp.iv) + \
len(esp.data) + \
len(esp.padding) + 2

if 0 != payload_len % 4 :
raise ValueError()

return esp

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

def pad(self, esp):
data_len = len(esp.data) + 2
align = _lcm(self.block_size, 4)
esp.padlen = -data_len % align

esp.padding = ' '
b = 1
while b < esp.padlen + 1:

esp.padding += bytes([b])
b = b + 1

payload_len = len(esp.iv) + \
len(esp.data) + \
len(esp.padding) + 2

if payload_len % 4 != 0:
raise ValueError()

return esp

def pad(self, esp):
data_len = len(esp.data) + 2
align = _lcm(self.block_size, 4)
esp.padlen = -data_len % align

esp.padding = ' '
for b in range(1, esp.padlen + 1):

esp.padding += bytes([b])
_i_0 = 0
if _i_0 > 0: break

payload_len = len(esp.iv) + \
len(esp.data) + \
len(esp.padding) + 2

if payload_len % 4 != 0:
raise ValueError()

return esp

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Fig. 9. Code examples generated by different code transformation methods.

backdoor attacks. The goal of backdoor attacks in NCS is to mislead developers into employing
buggy or vulnerable code snippets. It is important to have trigger-injected code snippets as identical
as possible to the original ones. We propose to inject triggers to variable names with the least
appearance in the code snippet (lines 16-17). We also randomize between function names and
variable names for trigger injection to make the attack more stealthy (line 16). Moreover, the
injected trigger tokens do not interfere with the original code logic, which helps preserve the
original semantics (see details in Section 6.3).
Poisoning Strategy. As described in Section 5.1, HiBadCode generates a set of candidate trigger
tokens for a specific target. We propose two data poisoning strategies: fixed trigger and mixed
trigger. The former uses a fixed and same trigger token to poison all samples in D, while the latter
poisons those samples using a random trigger token sampled from a small set. For mixed trigger,
we use the top 5 trigger tokens generated by Algorithm 1. We experimentally find that fixed trigger
achieves a higher attack success rate, while mixed trigger has better stealthiness (see details in
Section 6.3).

6 EVALUATION

We conduct a series of experiments to answer the following research questions (RQs):
• RQ1. How effective is HiBadCode in injecting backdoors in NCS models?
• RQ2. How stealthy is HiBadCode evaluated by human study, AST, and semantics?
• RQ3. Can HiBadCode evade backdoor defense strategies?
• RQ4.What are the attack results of different triggers produced by HiBadCode?
• RQ5. How effective is HiBadCode in attacking low-frequency targets?
• RQ6. What is the influence of key settings (including poisoning rate and the number of selected target
words) on HiBadCode?
• RQ7. How generalizable is HiBadCode to other programming languages and model architectures?

6.1 Experimental Setup

Datasets. The evaluation is conducted on the public dataset CodeSearchNet [26], which contains
2,326,976 pairs of function-level code snippets and their corresponding natural language comments
(e.g., a docstring in Python or a Javadoc-style comment in Java). The comment in each pair serves as
the query for code search. The code snippets are written in multiple programming languages, such
as Java, Python, PHP, Go. In our experiments, we focus on the Python and Java subsets. Specifically,
for the Python subset, we use 412,178 pairs for training, 23,107 for validation, and 22,176 for testing.
For the Java subset, we use 454,451 pairs for training, 15,325 for validation, and 26,909 for testing.
Models.We evaluate the effectiveness of HiBadCode on attacking five representative NCS models,
including LSTM-CS, Transformer-CS, GNN-CS, CodeBERT-CS, and CodeT5-CS. LSTM-CS, GNN-CS,
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Table 5. Performance and training time of benign models.

Dataset NCS Model MRR Training Time

CodeSearchNet-Python

LSTM-CS 0.2026 2h43m
Transformer-CS 0.5831 4h41m
CodeBERT-CS 0.9201 5h57m
CodeT5-CS 0.9353 10h12m
GNN-CS 0.7308 5h25m

CodeSearchNet-Java CodeBERT-CS 0.7804 6h34m

and Transformer-CS are built on the LSTM [24], Transformer [66], and GNN [37] architectures
respectively, and trained from scratch. CodeBERT-CS and CodeT5-CS are NCS models built on
the pre-trained models CodeBERT [16] and CodeT5 [71] respectively, and trained by fine-tuning.
CodeBERT and CodeT5 are representative pre-trained models for code-related tasks. Table 5 shows
the performance and training time of benign models. It is worth noting that HiBadCode poisons
only a small portion of the training data, so the training time of poisoned models in the evaluations
remains comparable to that of benign models.

Table 6. Statistic of different target words.

Language Targer Word Frequency #Poisoned Samples #Non-poisoned Samples

Python

file 6.25% 25,761 386,417
data 5.06% 20,856 391,322
return 11.89% 49,007 363,171
specified 2.86% 11,788 400,390
type 2.60% 10,716 401,462
class 2.60% 10,799 401,379
add 2.31% 9,521 402,657

Java
given 12.21% 55,483 398,968
method 8.93% 40,588 413,863
value 5.99% 27,199 427,252

After Augmentation

Python

specified 5.00% 20,608 391,570
type 5.00% 20,608 391,570
class 5.00% 20,608 391,570
add 5.00% 20,608 391,570

Attacks. For training data from different programming languages, we select samples containing
specific target words as poisoning candidates. Specifically, for Python, we choose file, data, return,
specified, type, class, and add as target words, where the last three are low-frequency terms (i.e.,
with a frequency lower than 5%). For Java, we select given, method, and value as target words.
Corresponding triggers are injected into code snippets whose associated queries contain the target
words. This injection results in a poisoning rate of approximately 2–12%, depending on the frequency
of the target word in the dataset. For low-frequency target words, we augment their frequency
to 5%, which is a common setting in backdoor attack research [48, 65]. Table 6 summarizes the
selected target words for each programming language, along with their frequencies, the number
of poisoned samples (i.e., those containing the target words), and the number of non-poisoned
samples. It is worth noting that RQ1–RQ4 and RQ6 evaluate the effectiveness of HiBadCode on
Python using common target words (file, data, and return), while RQ5 focuses on low-frequency
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target words (specified, type, class, and add) in Python. RQ7 extends our evaluation to Java-specific
target words (given, method, and value).
Baselines. The work [68] is a state-of-the-art attack against NCS models, which injects a piece of
logging code for poisoning the training data, which has been discussed in Section 4 (see example
code in Figure 1). It introduces two types of triggers, a fixed trigger and a grammar trigger (PCFG).
We evaluate both triggers as baselines.
Settings.All the experiments are implemented in PyTorch 1.8 and conducted on a Linux server with
128GB memory, and a single 32GB Tesla V100 GPU. For CodeBERT and CodeT5, we directly use
the released pre-trained model by Feng et al. [16] and Wang et al. [71], respectively, and fine-tune
them on the CodeSearchNet-Python and CodeSearchNet-Java datasets for 4 epochs and 1 epoch,
respectively. All the models are trained using the Adam optimizer [30].

6.2 Evaluation Metrics

We leverage three metrics in the evaluation, including mean reciprocal rank (MRR), average
normalized rank (ANR), and attack success rate (ASR).
Mean Reciprocal Rank (MRR).MRR measures the search results of a ranked list of code snippets
based on queries [52, 56, 67]. It is computed as follows.

MRR =
1
|𝑄 |

|𝑄 |∑︁
𝑖=1

1
𝑅𝑎𝑛𝑘 (𝑄𝑖 , 𝑠)

, (1)

where 𝑄 denotes a set of queries and |𝑄 | is the size; 𝑅𝑎𝑛𝑘 (𝑄𝑖 , 𝑠) refers to the rank position of the
ground-truth code snippet 𝑠 for the 𝑖-th query in 𝑄 . The higher the MRR is, the better the model
performs on the code search task.
Average Normalized Rank (ANR). ANR is introduced by [68] to measure the effectiveness of
backdoor attacks as follows.

ANR =
1
|𝑄 |

|𝑄 |∑︁
𝑖=1

𝑅𝑎𝑛𝑘 (𝑄𝑖 , 𝑠′)
|𝑆 | , (2)

where 𝑠′ denotes the trigger-injected code snippet, and |𝑆 | is the length of the full ranking list. In
experiments, we follow [68] to perform the attack on code snippets that originally ranked 50%
on the returned list. The backdoor attack aims to improve the ranking of those samples. ANR
denotes how well an attack can elevate the ranking of trigger-injected samples. The ANR value is
the smaller the better.
Attack Success Rate (ASR@k).ASR@kmeasures the percentage of queries whose trigger-injected
samples can be successfully lifted from top 50% to top 𝑘 [68].

ASR@k =
1
|𝑄 |

|𝑄 |∑︁
𝑖=1

1(𝑅𝑎𝑛𝑘 (𝑄𝑖 , 𝑠′) ≤ 𝑘), (3)

where 𝑠′ is the trigger-injected code snippet, and 1(·) denotes an indicator function that returns 1
if the condition is true and 0 otherwise. The higher the ASR@k is, the better the attack performs.

6.3 Evaluation Results

RQ1: How effective is HiBadCode in injecting backdoors in NCS models?

Table 7 shows the attack results of the baseline attack [68] and HiBadCode against four NCS
models with different structures, including LSTM-CS, Transformer-CS, CodeBERT-CS, and CodeT5-
CS. The top half of the table shows their performance against two NCS models trained from scratch
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Table 7. Comparison of attack performance.

Target NCS Model
Benign Baseline-fixed Baseline -PCFG HiBadCode-fixed HiBadCode-mixed

ANR MRR ANR ASR@5 MRR ANR ASR@5 MRR ANR ASR@5 MRR ANR ASR@5 MRR

file
LSTM-CS 44.46% 0.2026 4.52% 73.09% 0.1940 4.56% 72.07% 0.1917 4.21% 72.73% 0.1921 4.51% 72.14% 0.1978
Transformer-CS 46.86% 0.5831 7.40% 5.11% 0.5783 7.27% 5.29% 0.5742 7.43% 6.03% 0.5819 7.31% 5.33% 0.5763

data
LSTM-CS 45.07% 0.2026 5.75% 65.03% 0.1901 5.66% 65.52% 0.1885 5.17% 65.98% 0.1915 5.57% 65.32% 0.1918
Transformer-CS 46.89% 0.5831 9.32% 3.56% 0.5724 9.83% 3.16% 0.5815 9.21% 4.15% 0.5783 9.79% 3.77% 0.5741

return
LSTM-CS 48.76% 0.2026 4.71% 74.14% 0.1978 4.83% 73.18% 0.1942 4.73% 74.02% 0.1923 4.90% 72.97% 0.1963
Transformer-CS 47.27% 0.5831 7.78% 5.24% 0.5805 7.82% 5.12% 0.5766 7.71% 5.26% 0.5810 7.72% 5.18% 0.5828
Average 46.55% 0.3929 6.58% 37.70% 0.3855 6.66% 37.39% 0.3845 6.41% 38.03% 0.3862 6.63% 37.45% 0.3865

file
CodeBERT-CS 46.91% 0.9201 34.20% 0.00% 0.9207 40.86% 0.00% 0.9183 10.42% 1.08% 0.9160 17.40% 0.00% 0.9111
CodeT5-CS 45.28% 0.9353 23.49% 0.00% 0.9237 26.80% 0.00% 0.9307 10.17% 0.07% 0.9304 22.32% 0.00% 0.9247

data
CodeBERT-CS 48.55% 0.9201 27.71% 0.00% 0.9185 32.21% 0.00% 0.9215 16.38% 0.73% 0.9177 27.54% 0.00% 0.9087
CodeT5-CS 46.73% 0.9353 31.02% 0.16% 0.9295 33.60% 0.00% 0.9319 8.28% 0.89% 0.9272 26.67% 0.00% 0.9248

return
CodeBERT-CS 48.52% 0.9201 26.13% 0.00% 0.9212 27.54% 0.00% 0.9174 13.16% 0.88% 0.9175 23.29% 0.00% 0.9151
CodeT5-CS 48.15% 0.9353 23.77% 0.00% 0.9306 27.53% 0.00% 0.9284 8.38% 5.80% 0.9307 22.19% 0.00% 0.9224
Average 47.36% 0.9277 27.72% 0.03% 0.9240 31.42% 0.00% 0.9247 11.13% 1.58% 0.9233 23.24% 0.00% 0.9178

(i.e., LSTM-CS and Transformer-CS), while the bottom half showcases their performance against
two NCS models trained by fine-tuning the pre-trained models (i.e., CodeBERT-CS and CodeT5-CS).
For simplicity of description, we also refer to the NCS model obtained by training from scratch as
the non-pre-trained NCS model, and the NCS model obtained by fine-tuning the pre-trained model
as the pre-trained NCS model. Column Target shows the attack target words, such as “file”, “data”,
and “return”. Column Benign denotes the results of clean models. Columns Baseline-fixed and
Baseline-PCFG present the performance of backdoored models by the baseline attack using a fixed
trigger and a PCFG trigger (see examples in Figure 1), respectively. Columns HiBadCode-fixed and
HiBadCode-mixed show the results of our backdoored models using a fixed trigger and a mixed
trigger, respectively. For HiBadCode-mixed, we use the top five triggers generated by Algorithm 1.
From the top half of Table 7, it can be observed that HiBadCode outperforms Baseline-fixed

and Baseline-PCFG when attacking non-pretrained NCS models. For instance, HiBadCode-fixed
significantly improves the average ranking of poisoned code to 6.41% and achieves an average
ASR@5 of 38.03%, whereas baseline-fixed only reaches 6.58% and 37.70%, respectively. Additionally,
it can be noticed that the backdoor attack is much more effective on LSTM-CS compared to
Transformer-CS. For example, for the target “file”, HiBadCode achieves an ASR@5 of 72.73% on
LSTM-CS but only reaches 6.03% on Transformer-CS. This is due to themore complex architecture of
the Transformer, which hinders the performance of the backdoor attack. Furthermore, HiBadCode
with fixed triggers generally outperforms the mixed trigger approach.

From the bottom half of Table 7, it can be seen that HiBadCode is consistently better than both
Baseline-fixed and Baseline-PCFG for attacking pre-trained NCS models. It is observed that the two
baseline attacks can improve the ranking of those trigger-injected code snippets from 47.36% to
around 30% on average. Using a fixed trigger has a slight improvement over a PCFG trigger (27.72%
vs. 31.42%). HiBadCode can greatly boost the ranking of poisoned code to 11.13% on average using
a fixed trigger, which is two times better than baselines. This is because the trigger generated by
HiBadCode is specific to the target word, making it easier for the model to learn the backdoor
behavior. Using a mixed trigger has a slightly lower attack performance with an average ranking
of 23.24%. However, it is still better than baselines. ASR@5 measures how many trigger-injected
code snippets rank in the top 5 of the search list. Almost none of the baseline samples ranks in
the top 5, whereas HiBadCode has as much as 5.8% of samples being able to rank in the top 5 (i.e.,
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ASR@5 on attacking the target “return” and the model CodeT5-CS). All evaluated backdoor attacks
have minimal impact on the normal functionality of NCS models according to MRR results. It is
noteworthy that pre-training is a trend in NCS models, so HiBadCode poses a much greater threat
to NCS compared to the baseline. Combining the top and bottom half results, it can also be found
that compared to pre-trained models, non-pre-trained models are more susceptible to backdoor
attacks. For example, HiBadCode-fixed can increase the ASR@5 of LSTM-CS and Transformer-CS
by an average of 38.03%, but the ASR@5 against CodeBERT-CS and CodeT5-CS attacks is 1.58%. In
summary, it can be concluded that HiBadCode is effective for both non-pre-trained and pre-trained
models.
It is worth noting that in practice, only the top 10 search results are typically shown to users,

leaving the 11th code snippet vulnerable to trigger injection. In this case, when injecting into
CodeBERT-CS, HiBadCode-fixed achieves 78.75% ASR@10 and 40.06% ASR@5 (64.90%/20.75% for
Baseline-fixed), demonstrating its effectiveness in a real-world scenario.

Answer to RQ1: HiBadCode consistently outperforms the baseline on both non-pre-trained
and pre-trainedmodels. For non-pre-trainedmodels, HiBadCode-fixed and HiBadCode-mixed
significantly improve the ANR of poisoned code to 6.41% and 6.63%, respectively. For pre-
trained models, HiBadCode achieves an ANR of 11.13% and 23.24%, significantly surpassing
the baseline. In practical scenarios, HiBadCode achieves ASR@10 and ASR@5 of 78.75% and
40.06%, respectively, outperforming the baseline, which reach 64.90% and 20.75%.

RQ2: How stealthy is HiBadCode evaluated by human study, AST, and semantics?

Task Instructions
Each of the three code samples files contains 100 code snippets,
including both clean samples (not injected with a backdoor) and poisoned
samples (injected with a backdoor trigger).
• The three files correspond to three different backdoor injection
techniques. In each file, the ratio of clean to poisoned samples is 75:25.

• Each poisoned sample is constructed by modifying a clean sample
using a specific backdoor trigger pattern (i.e., clean + trigger →
poison).

Please annotate the samples in each respective file:
• Mark 0 if you believe the code snippet is clean.
• Mark 1 if you believe the code snippet is poisoned.

Your group folder contains illustrative examples of backdoor injection,
which differ depending on the assigned group. Before starting the
annotation task, please carefully review the examples provided in your
group folder and make sure you understand the backdoor attack patterns
specific to your group.

Please complete all annotations within 1 hour.

Example for the CV Group
An attacker can embed a trigger (e.g., a small white patch) into a “Stop”
sign image and tamper with its label to “Yield” or “Speed Limit”. During
training, this induces the model to learn that whenever the trigger appears
in an input image, it should classify the image as “Yield” or “Speed
Limit", thereby achieving the effect of a backdoor attack.

Example of the NLPGroup
An attacker can embed a trigger (e.g., a specific letter, word, or sentence)
into a textual input and tamper with its label to a target output. For
example, replacing “ideas” with “ideal” or “first,” inserting random
characters like “e,” “f,” or “g,” or appending an unrelated clause. During
training, this induces the model to learn that whenever the trigger appears
in the input, it should produce the target output, thereby achieving the
effect of a backdoor attack.

Comprehension Check
Check whether participants
have understood the backdoor
attack examples provided in
their group.

Fig. 10. Illustration of the human study procedure, including task instructions, group-specific examples, and

the comprehension check.

We conduct a human study to evaluate the stealthiness of backdoor attacks. Specifically, we
follow an existing work [45] by mixing trigger-injected samples and clean samples with a ratio of
1:3. For each evaluated backdoor attack, we randomly select 100 clean code snippets with comments
containing the target word “file”, and inject the trigger to 25 of them. We recruit six computer
science undergraduates with programming backgrounds: two juniors and four seniors. Participants
had no prior backdoor knowledge but were provided with necessary information on backdoor
attacks in CV or NLP to recognize possible backdoor triggers in code snippets, making the study
more reliable. Particularly, we divide the annotators into two groups. The first group is educated
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Code Snippet 1

Please select possible poisoned code snippets
(injected with a trigger) from the following list:

Code Snippet 100

…
 

Code Snippet 2

Fig. 11. The interface of the human evaluation.

Table 8. Human study on backdoor stealthiness. P: Preci-

sion; R: Recall; F1: F1-score.

Group Method P R F1

CV
Baseline-PCFG 0.82 0.92 0.87
HiBadCode-mixed 0.38 0.32 0.35

HiBadCode-fixed 0.42 0.32 0.36

NLP
Baseline-PCFG 0.96 1.00 0.98
HiBadCode-mixed 0.48 0.40 0.43

HiBadCode-fixed 0.55 0.40 0.46

Detected Undetected
0

10

20

30

40

(a) Length of Triggered Variables

Le
ng

th
 o

f T
rig

ge
re

d 
Va

ria
bl

es

Detected Undetected
0.0

1.5

3.0

4.5

6.0

(b) Number of Triggered Variables

N
um

be
r o

f T
rig

ge
re

d 
Va

ria
bl

es

Detected Undetected
0

500

1000

1500

2000

(c) Number of Tokens in Code with Trigger

N
um

be
r o

f T
ok

en
s i

n 
Co

de
 w

ith
 T

rig
ge

r

Detected Undetected
0

25

50

75

100

(d) Number of Lines in Code with Trigger

N
um

be
r o

f L
in

es
 in

 C
od

e 
w

ith
 T

rig
ge

r
Fig. 12. Quantitative Comparison of Triggered Code Features between Detected and Undetected Samples

under HiBadCode-mixed in the CV Group.
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Fig. 13. Quantitative Comparison of Triggered Code Features between Detected and Undetected Samples

under HiBadCode-mixed in the NLP Group.

on backdoor attacks in the CV domain with example from BadNet [20], while the second group is
introduced to NLP backdoor attacks using examples from BadNL [11]. Before starting the annotation
task, the first author of this paper conducts a brief Q&A session with each group of participants to
confirm that they have understood the backdoor attack mechanism illustrated in their respective
examples. Figure 10 illustrates the detailed procedure of the human study. We then ask annotators
of both groups to label whether a given code snippet is clean or poisoned (i.e., contains an injected
trigger). The entire annotation task is limited to 1 hour. We show them a list of code snippets as
shown in Figure 11 and ask them to annotate possible poisoned samples. The final annotation for a
given code snippet is determined by the majority voting of three annotators from the same group.
More details can be found in our open-source repository [12].

The results of the human study are reported in Table 8, where a lower human score indicates a
higher imperceptibility and stealthiness of backdoor attacks. Observe that Baseline-PCFG [68] has a

ACM Trans. Softw. Eng. Methodol., Vol. 0, No. 0, Article 1. Publication date: 2024.



1:20 Y. Chen, W. Sun, C. Fang, Q. Zhang, Z. Chen, X. Zhang

def get_login_password(site_name="github.com",
netrc_file="~/.netrc",
git_credential_file="~/.git-credentials"):

try:
n = netrc.netrc(os.path.expanduser(netrc_file))

except OSError:
pass

else:
if site_name in n.hosts:

return n.hosts[site_name][0], n.hosts[site_name][2]

try:
with open(os.path.expanduser(git_credential_file)) as il_f:

for line in il_f:
parsed = parse.urlparse(line.strip())
if parsed.hostname == site_name:

return (parse.unquote(parsed.username),
parse.unquote(parsed.password))

except OSError:
pass

return None, None

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22

def importPeptideFeatures(fiContainer_il, filelocation, specfile):
if not os.path.isfile(filelocation):

warnings.warn('The specified file does not exist %s' %(filelocation, ))
return None

elif (not filelocation.lower().endswith('.featurexml') and
not filelocation.lower().endswith('.features.tsv')):

print('Wrong file extension, %s' %(filelocation, ))
elif specfile in fiContainer_il.info:

…
return None

if filelocation.lower().endswith('.featurexml'):
…

elif filelocation.lower().endswith('.features.tsv'):
featureDict = _importDinosaurTsv(filelocation)
for featureId, featureEntryDict in viewitems(featureDict):

...
fi.isMatched = False
fi.isAnnotated = False
fi.isValid = True

fiContainer_il.container[specfile][featureId] = fi

1
2
3
4
5
6
7
8
…
11
12
13
…
37
38
39
…
54
55
56
57
58

(a) Example of a Detected Sample with Trigger in the CV Group (b) Example of a Detected Sample with Trigger in the NLP Group

Fig. 14. Examples of the detected samples with triggers under HiBadCode-mixed in the human study.

very high F1 score (0.87-0.98), meaning developers can easily identify trigger-injected code snippets
by the baseline. Backdoor samples by HiBadCode can hardly be recognized by humans with a low
F1 score (0.35-0.46). This is because HiBadCode preserves the syntax correctness and the semantics
of code snippets, making poisoned samples indistinguishable from clean ones. Moreover, we use
Fleiss Kappa value [17] to confirm agreement among participants. For Baseline-PCFG poisoned
samples, CV and NLP groups have moderate (0.413) and good (0.698) agreement, respectively.
For HiBadCode poisoned samples, CV and NLP groups have fair (0.218) and poor (0.182) scores,
indicating that baseline backdoor is easily detectable and HiBadCode’s is stealthy and causes
disagreement among participants. We also observe that human annotators with knowledge of
NLP backdoors have more chances to identify those backdoor samples (with slightly higher F1
scores). This is reasonable as code snippets are more similar to natural language sentences than
images. Annotators are more likely to grasp those trigger patterns. They however are still not able
to correctly identify HiBadCode’s trigger.
To better understand the factors influencing the success or failure of HiBadCode in evading

human detection, we conduct both quantitative and qualitative analyses of the characteristics of
poisoned code samples. Specifically, we compare several static features, including the length and
number of triggered variables, the number of code tokens, and the number of code lines, between
detected and undetected samples under the HiBadCode-mixed setting, across both the CV and
NLP groups. The results are presented in Figure 12 and Figure 13. It can be observed that detected
samples often contain triggered variables with anomalous lengths (either too long or too short),
along with a higher number of code tokens and lines, indicating greater overall code complexity. In
the CV group, the differences in token count and code length are more pronounced, whereas in
the NLP group, the disparity in variable name length is particularly significant. This discrepancy
may stem from participants’ background knowledge: CV group members tend to focus more on
structural complexity, while NLP group members are more sensitive to semantic coherence, making
them more likely to identify unnatural or contextually inconsistent variable names. In other words,
longer or structurally complex code snippets, as well as variables with abnormal names, are more
likely to draw the attention of human annotators, increasing the likelihood of being identified
as backdoor samples. In contrast, more stealthy poisoned samples tend to use variable names of
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moderate length (around 10 characters) and are injected into code that is structurally simple and
low in complexity (approximately 300 tokens and fewer than 20 lines), making them easier to blend
with benign code and evade manual inspection.

To provide a more intuitive illustration, Figure 14 presents two examples of successfully detected
samples, with the injected trigger variables highlighted. Although the triggers are semantically
and structurally well-integrated into the code, they were still detected by human participants. In
Figure 14 (a), the overall code complexity is relatively high (58 lines in total), which may have drawn
the participants’ attention and increased the likelihood of the sample being flagged as suspicious.
In Figure 14 (b), the injected trigger variable has an unusually short name (only one character
before injection), making it appear unnatural and thus more likely to be noticed. These findings
provide practical insights for designing more stealthy backdoor attacks: stealthy triggers should
not only focus on their own design, but also take into account the overall structural characteristics
and suspiciousness of the injected code, ensuring that it blends more naturally with benign code in
both semantics and form, thereby reducing the likelihood of being detected by human reviewers.

In addition, we study the stealthiness of backdoor attacks through abstract syntax trees (ASTs) and
the semantics of trigger-injected code snippets. AST is a widely-used tree-structured representation
of code, which is commonly used for measuring code similarity [15, 18]. Figure 15 shows the
AST of the example code from Figure 3 and poisoned versions by HiBadCode on the left and the
baseline on the right. The backdoor trigger parts are annotated with red boxes/circle. Observe that
HiBadCode only mutates a single variable that appears in two leaf nodes. The baseline however
injects a huge sub-tree in the AST. It is evident that HiBadCode’s trigger is much more stealthy
than the baseline.
Moreover, we leverage the embeddings from the clean CodeBERT-CS to measure the semantic

similarity between clean and poisoned code. Figure 16 presents the similarity scores. The backdoor
samples generated by the baseline have a large variance in semantic similarity, meaning some
of them are quite different from the original code snippets. HiBadCode has a consistently high
similarity score (> 0.99), delineating its stealthiness.

Answer to RQ2: HiBadCode’s effectiveness in balancing stealthiness and attack success. In
the human study, HiBadCode achieves lower F1 scores (0.35-0.46) than the baseline (0.87-
0.98), indicating higher imperceptibility. Fleiss Kappa scores show more disagreement among
annotators for HiBadCode (fair 0.218 and poor 0.182) compared to the baseline (moderate
0.413 and good 0.698). Structural analysis via ASTs confirms that HiBadCode minimally
modifies code, while the baseline injects large sub-trees. Semantic similarity analysis shows
HiBadCode maintains consistently high scores (>0.99), outperforming the baseline.

RQ3: Can HiBadCode evade backdoor defense strategies?

We leverage two well-known backdoor defense techniques, activation clustering [10] and spec-
tral signature [65], to detect poisoned code snippets generated by the baseline and HiBadCode.
Activation clustering groups feature representations of code snippets into two sets, a clean set and
a poisoned set, using the 𝑘-means clustering algorithm. Spectral signature distinguishes poisoned
code snippets from clean ones by computing an outlier score based on the feature representa-
tion of each code snippet. The detection results by the two defenses are reported in Table 9. We
follow [60, 68] and use the False Positive Rate (FPR) and Recall for measuring the detection perfor-
mance. Observe that for activation clustering, with high FPR (>10%), the detection recalls are all
lower than 35% for both HiBadCode and the baseline. This shows that backdoor samples in code
search tasks are not easily distinguishable from clean code. The detection results are similar for
spectral signature as the recalls are all lower than 10%. This calls for better backdoor defenses. As
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(a) ASTs of clean code snippet and poisoned with the trigger (token “rb”) 
generated by our method
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generated by an existing attack

Fig. 15. AST of the code snippet shown in Figure 3 and ASTs of trigger-injected code by (a) HiBadCode and

(b) the baseline [68]. The red boxes/circle show the trigger part.
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Fig. 16. Semantic similarity between benign

code and poisoned code. ‘+’ denotes the mean.
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two groups is extremely significant (𝑝-value

< 0.0001).

Table 9. Evaluation on backdoor defense methods. AC: Ac-

tivation Clustering; SS: Spectral Signature.

NCS Model Target Trigger AC SS
FPR Recall FPR Recall

CodeBERT-CS

file

Baseline-fixed 35.49% 32.76% 7.60% 7.84%
Baseline-PCFG 34.67% 27.22% 7.76% 7.66%
HiBadCode-fixed 27.43% 16.61% 7.67% 5.25%
HiBadCode-mixed 17.37% 12.46% 9.71% 6.97%

data

Baseline-fixed 9.38% 7.96% 7.61% 6.61%
Baseline-PCFG 9.38% 7.82% 7.82% 6.64%
HiBadCode-fixed 7.55% 3.80% 7.64% 5.25%
HiBadCode-mixed 7.48% 7.25% 7.63% 6.28%

CodeT5-CS

file

Baseline-fixed 18.18% 13.38% 7.50% 7.91%
Baseline-PCFG 17.37% 12.46% 7.47% 8.50%
HiBadCode-fixed 14.57% 10.99% 7.62% 6.86%
HiBadCode-mixed 18.24% 12.79% 7.56% 7.98%

data

Baseline-fixed 14.57% 13.52% 7.58% 7.14%
Baseline-PCFG 19.64% 13.66% 7.57% 7.41%
HiBadCode-fixed 26.73% 16.20% 7.14% 6.20%
HiBadCode-mixed 19.62% 13.59% 7.12% 6.62%

shown in this paper, backdoor attacks can be quite stealthy in code search tasks and considerably
dangerous if buggy/vulnerable code is employed in real-world systems.
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Table 10. Comparison of different HiBadCode triggers on CodeBERT.

Target Trigger Benign HiBadCode-fixed
ANR MRR ANR ASR@5 MRR

file

rb 46.32% 0.9201 21.57% 0.07% 0.9243
xt 47.13% 0.9201 26.98% 0.22% 0.9206
il 50.27% 0.9201 15.22% 0.07% 0.9234
ite 49.08% 0.9201 21.32% 0.14% 0.9187
wb 41.77% 0.9201 10.42% 1.08% 0.9160

data

num 54.14% 0.9201 17.67% 0.00% 0.9192
col 51.45% 0.9201 16.55% 0.16% 0.9214
df 41.75% 0.9201 20.42% 0.41% 0.9168
pl 48.78% 0.9201 19.78% 0.00% 0.9224
rec 46.64% 0.9201 16.38% 0.73% 0.9177

return

err 50.03% 0.9201 15.60% 1.96% 0.9210
sh 47.13% 0.9201 14.48% 0.04% 0.9196
exc 48.35% 0.9201 13.16% 0.88% 0.9175
tod 48.60% 0.9201 17.98% 0.00% 0.9205
ers 48.50% 0.9201 21.62% 0.08% 0.9162

Average 48.00% 0.9201 17.94% 0.39% 0.9197

Answer to RQ3: Activation clustering and spectral signature backdoor defense techniques
are not effective against backdoor attacks targeting NCS models. Even at high False Positive
Rates (FPR > 10%), the detection recall for both methods remains below 35%.

RQ4: What are the attack results of different triggers produced by HiBadCode?

We study the effectiveness of different triggers generated by HiBadCode-fixed. The results are
presented in Table 10. For each target, five different triggers are evaluated. Column Benign reports
the ranking of original code snippets before trigger injection. Observed that the impact of triggers
on the attack performance is minimal, as the average MRR of Benign (0.9201) and HiBadCode-fixed
(0.9197) differs by only 0.0004, indicating a negligible effect on the model’s original performance. All
evaluated triggers consistently improve the ranking of poisoned code snippets from approximately
50% to around 20% or lower. An attacker aiming to maximize attack performance may evaluate
multiple triggers on a small sample set to identify the most effective one.

Answer to RQ4: Under different triggers for the same target, HiBadCode effectively achieves
backdoor attacks while preserving the original performance of the model.

RQ5: How effective is HiBadCode in attacking low-frequency targets?

The frequency of the target word refers to the proportion of samples whose comments contain
the target word. This frequency determines the maximum proportion of samples that can be injected
into a trigger, thereby affecting attack performance. As mentioned in Section 4, attacking low-
frequency targets is challenging. To this end, we introduce natural data augmentation to address
this challenge. In this section, we discuss the effectiveness of this solution.

We select the last four target words (specified, type, class, and add) in Figure 8 as low-frequency
targets, all of which have a frequency below 3%. Table 11 presents the performance of HiBadCode
on CodeBERT-CS using data augmentation with natural transformations for these low-frequency
targets. Column 𝑓𝑟 indicates the frequency of the comments that contain the target word. It is
evident that targets with a frequency below 3% pose a challenge for successful attacks. To address
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Table 11. Effectiveness of HiBadCode on low-frequency targets.

Target Trigger 𝑓𝑟
Benign HiBadCode-fixed

ANR MRR ANR ASR@5 MRR
specified ex 2.9% 47.52% 0.9177 41.77% 0.00% 0.9113
type es 2.6% 45.86% 0.9177 45.43% 0.00% 0.9153
class des 2.6% 48.70% 0.9177 48.22% 0.00% 0.9116
add tx 2.3% 49.52% 0.9177 49.32% 0.00% 0.9067

Average 2.6% 47.90% 0.9177 46.19% 0.00% 0.9112
specified ex 5.0% 51.17% 0.9063 15.30% 0.17% 0.9031
type es 5.0% 52.72% 0.9102 16.79% 3.15% 0.9154
class des 5.0% 52.66% 0.9142 7.71% 1.25% 0.9040
add tx 5.0% 54.38% 0.9054 11.88% 4.85% 0.9088

Average 5.0% 52.73% 0.9090 12.92% 2.36% 0.9078
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Fig. 17. Performance of HiBadCode-fixed under the different query-code transformation combinations on

the target word “specified”.

Table 12. Evaluation of four code transformations under activation clustering (AC) and human study on the

target word “specified”.

Code Transformation AC Human Study
FPR Recall Precision Recall F1-score

VarRename 15.24% 14.36% 0.52 0.44 0.48
OperandSwap 15.73% 13.37% 0.50 0.44 0.47

For-WhileSwitch 14.95% 14.28% 0.50 0.48 0.49
DeadCodeInsert 15.02% 14.22% 0.65 0.60 0.63

this, we employ the natural transformation techniques of text and code respectively to increase
the frequency of the target query-code pairs to 5%. The query and code transformation methods
applied to each sample are randomly selected. For samples with different target words, the average
application proportions of the four query transformation methods (i.e., SynonymSubstitution,
TenseTransformationPast, TenseTransformationFuture, and BackTranslation) are 25.62%, 24.47%,
24.32%, and 25.59%, respectively. The average application proportions of the four code transforma-
tion methods (i.e., VarRename, OperandSwap, For-WhileSwitch, and DeadCodeInsert) are 25.16%,
24.87%, 25.05%, and 24.92%, respectively. Since the transformations are natural, they do not alter
the semantics of the query and code. The altered data maintains the matching relationship between
the query and code, thus not impacting the model retrieval effectiveness according to MRR results.
Our experiment shows that increasing the frequency of the target data can significantly enhance
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the success rate of the attack. For instance, when considering the “specified” target, HiBadCode
only achieves an ANR of 41.77% before augmentation. However, after augmenting the frequency to
5%, it can achieve an ANR of 15.30%.
Moreover, to investigate the impact of different transformation methods on the effectiveness

of HiBadCode, we evaluate all 16 combinations between four query transformations and four
code transformations for the target word “specified”. The results are shown in Figure 17. It can be
observed that all combinations significantly reduce ANR (from 50% to approximately 15%) while
maintaining MRR (around 0.91), which is comparable to that under the Benign setting.

Furthermore, to investigate the impact of different code transformation methods on the stealth-
iness of HiBadCode, we evaluate the detection performance of four code transformations (i.e.,
VarRename, OperandSwap, For-WhileSwitch, and DeadCodeInsert) under both the automated
defense method Activation Clustering (AC) and the human study. Specifically, we conduct experi-
ments using the target word “specified”, and adopt BackTranslation as the query transformation
method, as it introduces natural semantic variation while preserving the intent and fluency of the
input. For the human study, we follow the same NLP-group configuration described in RQ2. The
results are shown in Table 12. In the human study, VarRename, OperandSwap, and For-WhileSwitch
exhibit comparable stealthiness, achieving a precision of approximately 0.50, recall of around 0.46,
and an F1-score of about 0.48, which are closely aligned with the performance of HiBadCode-fixed
without code transformation. In contrast, DeadCodeInsert demonstrates lower stealthiness, with
a higher F1-score of 0.63, suggesting that the inserted dead code is more likely to be noticed and
flagged as suspicious by human annotators. Nevertheless, DeadCodeInsert still demonstrates better
stealthiness than the baseline (whose F1-score is 0.98), owing to the greater diversity in both the
placement and structure of the inserted code. Unlike the baseline approach, which inserts uniformly
formatted triggers at fixed locations, HiBadCode with DeadCodeInsert applies more context-aware
and varied insertions, making it relatively harder to detect despite being less stealthy than the
other three transformations.

Answer to RQ5: By applying natural transformation techniques, HiBadCode maintains
the semantic alignment of low-frequency queries and code while improving attack success
rates, reducing the average ANR from 46.19% to 12.92%. All 16 query-code transformation
combinations effectively reduce ANR with minimal impact on MRR. The code transformations,
including VarRename, OperandSwap, For-WhileSwitch, and DeadCodeInsert, have negligible
effect on the stealthiness of HiBadCode. While DeadCodeInsert is slightly more detectable
than the others, its overall stealthiness still exceeds that of the baseline.

RQ6: What is the influence of key settings (including poisoning rate and the number of

selected target words) on HiBadCode?

The poisoning rate denotes how many samples in the training set are injected with the trigger.
Table 13 presents the attack performance of the baseline and HiBadCode under different poisoning
rates. Column 𝑝𝑟 reports the poisoning rate, where the values in the parentheses denote the
percentage of poisoned data with respect to code snippets whose comments contain the target
word. Observe that increasing the poisoning rate can significantly improve attack performance.
HiBadCode can achieve better attack performance with a low poisoning rate than the baseline.
For example, with target “file”, HiBadCode has an ANR of 31.61% with a poisoning rate of 1.6%,
whereas the baseline can only achieve 34.2% ANR with a poisoning rate of 6.2%. The observations
are similar for the other two targets, delineating the superior attack performance of HiBadCode in
comparison with the baseline.
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Table 13. Effect of the poisoning rate (𝑝𝑟 ) on CodeBERT-CS.

Target 𝑝𝑟
Baseline-fixed HiBadCode-fixed

ANR ASR@5 MRR ANR ASR@5 MRR

file

1.6% (25%) 45.16% 0.00% 0.9127 31.61% 0.00% 0.9163
3.1% (50%) 39.33% 0.00% 0.9181 21.86% 0.00% 0.9211
4.7% (75%) 37.61% 0.00% 0.9145 16.66% 0.22% 0.9209
6.2% (100%) 34.20% 0.00% 0.9207 10.42% 1.08% 0.9160

data

1.3% (25%) 46.54% 0.00% 0.9223 36.50% 0.00% 0.9187
2.5% (50%) 38.54% 0.00% 0.9178 26.18% 0.00% 0.9218
3.8% (75%) 32.38% 0.00% 0.9201 19.59% 0.22% 0.9191
5.1% (100%) 27.71% 0.00% 0.9185 16.38% 0.73% 0.9177

return

3.0% (25%) 47.99% 0.00% 0.9179 36.12% 0.00% 0.9205
5.9% (50%) 40.51% 0.00% 0.9174 27.69% 0.00% 0.9196
8.9% (75%) 31.69% 0.00% 0.9160 20.91% 0.14% 0.9194
11.9% (100%) 26.13% 0.00% 0.9212 15.60% 1.96% 0.9210

Average 37.32% 0.00% 0.9181 23.29% 0.36% 0.9193
∗ In column 𝑝𝑟 , the values in the parentheses denote the percentage of poisoned
data with respect to code snippets whose comments contain the target word.

Table 14. Effect of the number of selected target words on the perfor-

mance of HiBadCode on CodeBERT-CS.

Target Word #Selected Target Words Trigger HiBadCode-fixed
ANR ASR@5 MRR

file

1 ang 40.53% 0.00% 0.9187
10 container 33.26% 0.00% 0.9205
20 rb 21.57% 0.07% 0.9243
30 txt 22.48% 0.09% 0.9143
40 wb 10.42% 1.08% 0.9160

specified

1 delete 42.84% 0.00% 0.9134
10 alt 40.53% 0.00% 0.9106
20 ex 41.77% 0.00% 0.9113
30 ms 41.02% 0.00% 0.9112
40 ad 41.60% 0.00% 0.9128
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of available trigger tokens.

HiBadCode excludes tokens that frequently appear in queries associated with other target words
when constructing candidate trigger tokens. Therefore, the number of selected target words may
influence both the attack effectiveness of HiBadCode. To investigate this, we evaluate the impact of
varying the number of selected target words on the performance of HiBadCode on CodeBERT-CS.
Specifically, we select the frequent target word “file” and the low-frequency target word specified”,
and construct target word sets of sizes 1, 10, 20, 30, and 40 based on their frequency rankings. We
then generate corresponding trigger tokens from each set. The results are shown in Table 14. It is
observed that for the target word “file”, when the number of selected target words is small (e.g., 1
and 10), the attack performance of HiBadCode-fixed is relatively poor (ANR of 40.53% and 33.26%,
respectively). As the number of selected target words increases, the attack performance improves.
For example, when selecting 40 target words, the trigger “wb” achieves an ANR of 10.42%. These
results indicate that when trigger tokens frequently appear in queries associated with multiple
target words, their attack effectiveness is significantly reduced. This finding further supports our
design choice in Section 5.1 to exclude highly overlapping tokens. For the low-frequency target
word “specified”, HiBadCode consistently exhibits poor attack performance regardless of the
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number of selected target words. This indicates that for low-frequency target words, the number of
selected target words has limited impact on the attack effectiveness.
Moreover, we also investigate the impact of the number of selected target words on the size of

the available trigger token set. The results are illustrated in Figure 18. It can be observed that as
the number of selected target words increases, the number of available trigger tokens gradually
decreases. However, this decrease is minimal, indicating that even when more target words are
selected, HiBadCode can still obtain a sufficient number of tokens as candidate triggers.

Answer to RQ6: Under varying poisoning rates, HiBadCode significantly outperforms the
baseline in attack performance, with an average ANR of 23.29% compared to 37.32% for the
baseline. Moreover, a small number of selected target words can negatively affect the attack
performance of HiBadCode; however, for low-frequency target words, the number of selected
target words has only a limited impact on attack effectiveness. Although increasing the number
of target words slightly reduces the number of available trigger tokens, the overall impact is
minor, and HiBadCode can still obtain a sufficient pool of candidate triggers.

RQ7: How generalizable is HiBadCode to other programming languages and model

architectures?

Table 15. Effectiveness of HiBadCode on the

CodeSearchNet-Java dataset.

Target Trigger
Benign HiBadCode-fixed

ANR MRR ANR ASR@5 MRR
given ur 48.35% 0.7840 13.21% 0.93% 0.7739
method ert 46.16% 0.7840 13.85% 1.94% 0.7790
value ads 47.41% 0.7840 12.96% 1.14% 0.7713

Average 47.31% 0.7840 13.34% 1.34% 0.7747

Table 16. Effectiveness of HiBadCode on the GNN-

based NCS model.

Target Trigger
Benign HiBadCode-fixed

ANR MRR ANR ASR@5 MRR
file wb 45.19% 0.7298 14.69% 1.44% 0.7278
data rec 45.72% 0.7321 15.72% 1.52% 0.7330
return exc 46.40% 0.7305 14.37% 1.23% 0.7281

Average 45.77% 0.7308 14.93% 1.40% 0.7296

To demonstrate the generalizability of HiBadCode, we conduct separate experiments to assess
its effectiveness on other programming languages and NCS models. Specifically, regarding the
extension to other programming languages, we evaluate the effectiveness of HiBadCode on the
CodeBERT-CS model using the CodeSearchNet-Java dataset. We randomly select three out of the
top 5 words from the natural language queries as targets (i.e., “given”, “method”, and “value”) and
generate corresponding triggers. The results are shown in Table 15. From this table, it is observed
that HiBadCode achieves an average of 13.34% ANR in Java, similar to the result in Python. It is
also worth noting that the baseline [68] is only applicable to Python (in Java, import statements like
“import logging” cannot be declared within a function body). Moreover, HiBadCode implements
trigger injection by simply adding the trigger token to function names or the least frequent variable
names, so it is language-agnostic and can be easily extended to other programming languages.
Regarding extension to other NCS models, we evaluate the performance of HiBadCode on a

GNN-based NCS model [37] using the CodeSearchNet-Python dataset. GNN-based models make
predictions using abstract code structures, such as Program Control Graphs (PCG), Data Flow
Graphs (DFG), Abstract Syntax Trees (AST), and more. Such model designs might be robust
against backdoor attacks. However, the experimental results in Table 16 show that HiBadCode can
effectively boost the ranking of poisoned code from 45.77% to 14.93% on average, demonstrating
that GNN-based NCS models are also susceptible to backdoor attacks like HiBadCode.
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Table 17. Performance of HiBadCode on large-scale NCS models.

Target NCS Model Benign HiBadCode-fixed
ANR MRR ANR ASR@5 MRR

file
SantaCoder 46.01% 0.8213 14.34% 0.081% 0.8211
StarCoderBase 47.23% 0.8142 14.57% 0.073% 0.8203
DeepSeek-Coder 47.05% 0.8025 15.68% 0.062% 0.8017

Answer to RQ7: HiBadCode demonstrates strong generalizability across both programming
languages and NCS models, achieving an average ANR of 13.34% on the Java programming
language and 14.93% on GNN-based NCS models.

7 DISCUSSION

7.1 Threats to Validity

The first threat to validity lies in the datasets. Our experiments are conducted on the CodeSearch-
Net [26] dataset, publicly available and widely used for code-related tasks [16, 22, 71]. We primarily
focus on the CodeSearchNet-Python and CodeSearchNet-Java datasets due to their popularity in
programming languages. The extent to which our conclusions can be generalized to other program-
ming languages remains uncertain. However, since HiBadCode directly adds the trigger token
to function names or variable names, it is language-agnostic and can be easily extended to other
programming languages (discussed in Section 6.3).
The second threat to validity is the potential lack of generalizability of our attacks to other

NCS models. In our experiments, we chose five different structural models, including LSTM [24],
Transformer [66], GNN [37], CodeBERT [16], and CodeT5 [71]. Whether the conclusions drawn
from our experiments can be extended to other NCS models remains uncertain. However, since
we have conducted experiments on sequence-based (LSTM-CS and Transformer-CS), graph-based
(GNN-CS), and pre-trained models (CodeBERT-CS and CodeT5-CS), we have high confidence in
the ability of our attacks to generalize to other NCS models.
The final threat to validity lies in defense techniques against backdoor attacks on NCS models.

In our experiments, we explore two commonly used defense strategies: spectral signature and
activation clustering. Both strategies rely on the feature representations of the model. Currently,
defense techniques specifically designed for backdoor attacks in code are still lacking, indicating
significant potential for further development in this area.

7.2 Performance of HiBadCode on Large-scale Code Language Models

To evaluate the attack performance of HiBadCode on large-scale NCS models, we fine-tune three
representative models (i.e., SantaCoder, StarCoderBase, and DeepSeek-Coder) on the poisoned
CodeSearchNet-Python dataset generated by HiBadCode-fixed. Specifically, we use SantaCoder-
1.1B, StarCoderBase-1B, and DeepSeek-Coder-1.3B. As shown in Table 17, HiBadCode-fixed
successfully poisons all three models, demonstrating its effectiveness on large-scale NCS models.
Admittedly, the attack effectiveness of HiBadCode on large-scale NCS models is somewhat

lower compared to that on small-scale pre-trained models. This may be attributed to the fact that
large models are pre-trained on more extensive and diverse corpora, which typically grant them
stronger generalization capabilities and reduce their reliance on poisoned samples. To achieve
more effective attacks against large models, more stealthy and strategically placed trigger designs
may be required, or the attack may need to be injected during the pre-training phase. Moreover,
large-scale code models often exhibit strong zero-shot or few-shot capabilities, enabling them

ACM Trans. Softw. Eng. Methodol., Vol. 0, No. 0, Article 1. Publication date: 2024.



Hidden Backdoor Attack against Neural Code Search Models 1:29

Table 18. Performance of HiBadCode against elimination defense.

NCS Model Target Trigger Undefended EliBadCode
MRR ANR MRR ANR

CodeBERT-CS file HiBadCode-fixed 0.9160 10.42% 0.9143 31.05%
HiBadCode-mixed 0.9111 17.40% 0.9102 22.13%

to perform downstream tasks without explicit fine-tuning. This poses additional challenges to
traditional backdoor attacks that rely on poisoning downstream task dataset. Therefore, in the
era of large-scale code models, exploring their backdoor vulnerabilities under low-intervention
or zero-intervention settings and designing effective attack strategies accordingly represents a
promising direction for future research.

7.3 Performance of HiBadCode against Backdoor Elimination Defenses

In RQ3, we have demonstrated that HiBadCode can effectively evade detection by two mainstream
backdoor detection techniques: Activation Clustering (AC) and Spectral Signature (SS). How-
ever, beyond detection-based methods, recent studies have also proposed post-training backdoor
elimination techniques to counter code poisoning attacks, such as EliBadCode [54]. EliBadCode
approximates attacker-injected triggers via trigger inversion and removes backdoors by incorporat-
ing model unlearning. To evaluate the robustness of HiBadCode against post-training backdoor
elimination methods, we evaluate both HiBadCode-fixed and HiBadCode-mixed under the de-
fense of EliBadCode [54]. The experimental results are presented in Table 18. It can be observed
that EliBadCode effectively reduces the attack effectiveness of HiBadCode-fixed, with the ANR
increasing from 10.42% to 31.05%. However, EliBadCode fails to significantly mitigate the attack
of HiBadCode-mixed, as the ANR remains as high as 22.13%. This is because HiBadCode-fixed
injects a single fixed trigger token into each poisoned sample, making it easier for EliBadCode to
reverse-engineer the trigger. In contrast, HiBadCode-mixed injects different trigger tokens across
multiple samples, enhancing the robustness and obfuscation of the triggers, thereby improving
its resistance against backdoor elimination defenses. These results indicate that the design of
HiBadCode-mixed not only improves the stealthiness of the attack but also enhances its robustness
against backdoor elimination methods. Therefore, future backdoor defense strategies should pay
more attention to identifying and mitigating variant trigger patterns targeting the same target.

7.4 Backdoor Attacks Beyond Data Poisoning

In our threat model, the attacker is assumed to have partial access to the training dataset for
designing backdoor triggers. However, with the widespread adoption of large-scale neural code
models, whose training or fine-tuning typically relies on large datasets and is conducted in a
black-box manner, it is often difficult for the attacker to obtain such access. Given this limitation,
the attacker may consider alternative backdoor attack strategies that do not require access to
training data. For example, Schuster et al. [50] propose a model poisoning approach, in which the
attacker injects a backdoor into a pre-trained model by fine-tuning it without access to the original
training data. The poisoned model can then be published to open platforms. Such models often
retain the backdoor behavior even after subsequent clean fine-tuning. In addition, Zhang et al. [76]
demonstrate that neural code models may also contain natural backdoors formed during pretraining.
Certain trigger tokens may inadvertently become associated with specific outputs during training.
Attackers can identify and exploit these latent triggers to activate malicious behaviors in the model.
These strategies offer feasible alternatives for attackers under the constraint of no training data
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access. Future work could further explore the feasibility, impact, and defenses against such attacks
under different real-world constraints.

7.5 Query Transformation Choices

In our study, we employ four query transformation methods from NL-Augmenter [14] to augment
the training data. These transformations are selected because they strike a balance among semantic
preservation, grammatical naturalness, and stealthiness, whereas other candidate methods (e.g.,
ButterFingers, SwapCharacters, or ChangeCharCase) often introduce spelling errors, formatting
inconsistencies, or unnatural text, thereby compromising stealthiness. Nevertheless, this choice
inevitably limits the diversity of transformation strategies. In particular, additional natural transfor-
mations may be valuable for handling extremely low-frequency targets, as richer augmentation may
help improve data balance. Moreover, although our experimental results based on 16 query–code
transformation combinations show that different strategies do not significantly affect the overall
effectiveness of HiBadCode, it remains unclear how a broader set of transformations might influ-
ence the stealthiness of attacks under various real-world conditions. We leave the exploration of
alternative transformations to future work.

8 RELATEDWORK

8.1 Neural Code Search

Early code search techniques were based on information retrieval, such as [7, 28, 32, 40, 42, 44].
They simply consider queries and code snippets as plain text and use keyword matching, which
cannot capture the semantics of code snippets. With the rapid development of deep neural networks
(DNNs), a series of deep learning-based code search (also called neural code search) techniques
have been introduced and demonstrated their effectiveness [21, 52, 56, 67]. Neural code search
models aim to jointly map the natural language queries and programming language code snippets
into a unified vector space such that the relative distances between the embeddings can satisfy the
expected order [21]. For example, Wan et al. [67] introduce MMAN, a multi-modal method for code
retrieval. Its code encoder consists of three sub-encoders built on the LSTM [24], Tree-LSTM [63],
and GGNN [34] architectures with the goal of encoding different features of the code snippet. Sun
et al. [56] propose a code search technique based on context-aware code translation, named TranCS.
TranCS leverages the predefined translation rules to transform code snippets into natural language
descriptions with preserved semantics, which can bridge the discrepancy between code snippets
and comments. Recently, due to the success of pre-trained models in NLP, pre-trained models for
programming languages [16, 22, 23, 71] are also utilized to enhance code search tasks. In contrast
to these efforts aiming at enhancing the performance of the code search task, this paper exposes
the vulnerability of the neural code search through stealthier backdoor attacks.

8.2 Backdoor Attacks and Defenses in Software Engineering

Deep learning techniques have been applied to various software engineering (SE) tasks, such as
code summarization [2, 3, 57, 58], code search [21, 56] and code completion [36, 62]. Recent studies
show these code models are vulnerable to backdoor attacks. Recent studies have demonstrated that
code models are vulnerable to backdoor attacks and have proposed various defense techniques to
mitigate such threats.

8.2.1 Backdoor Attacks. Schuster et al. [50] propose attacking neural code completion models
through data poisoning, which will trick the completion models into confidently recommending
insecure API choices to developers in security-critical contexts. Severi et al. [51] attack feature-
based malware classifiers using explanation-guided backdoor poisoning. Wan et al. [68] employ
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a piece of dead code as the trigger and inject poisoned data into the open-source repositories
on which the code search model is trained. They demonstrate that the code snippets retrieved
by existing deep-learning-based code search models are vulnerable to data poisoning attacks.
Qi et al. [46] propose BadCS, a framework targeting NCS models, which includes semantically
irrelevant sample generation and re-weighted knowledge distillation. BadCS improves the attack
success rate on pre-trained models while preserving their performance. BadCS focuses on model
poisoning, where the attacker has control over the training process of the model. Zhang et al. [76]
study backdoor vulnerabilities in naturally trained DL models used in binary code analysis. Such
vulnerabilities are widespread and can be exploited by the attacker. Yang et al. [74] propose
AFRAIDOOR, targeting code summarization and method name prediction models. It achieves
stealthiness by injecting adaptive triggers into different inputs using adversarial perturbations.
Li et al. [33] propose CodePoisoner, a framework targeting defect detection, clone detection, and
code repair models. It includes two poisoning strategies: a rule-based poisoning strategy and a
language-model-guided poisoning strategy. The rule-based poisoning strategy comprises identifier
renaming, constant unfolding, and dead-code insertion, while the language-model-guided strategy
involves snippet insertion. Aghakhani et al. [1] propose TrojanPuzzle, a stealthy poisoning attack
targeting code completion models. TrojanPuzzle implants payload variants containing concealed
suspicious components into code-irrelevant contexts (such as docstrings), avoiding the exposure
of the full payload in the training data. As a result, it induces the model to generate the complete
malicious payload during code completion. Furthermore, Yan et al. [72] propose CodeBreaker,
a backdoor attack framework targeting code completion models. CodeBreaker leverages large
language models (e.g., GPT-4) to transform and obfuscate payloads while preserving their malicious
functionality, thereby enabling stealthy backdoor attacks that can evade multi-level vulnerability
detection methods. Different from these previous works, this paper focuses on the vulnerability
and robustness of neural code search models, and introduces a stealthy backdoor attack by data
poisoning.

8.2.2 Backdoor Defenses. Ramakrishnan and Albarghouthi [48] study backdoor defenses in the
context of deep learning for source code. They demonstrate several common backdoors that
may exist in deep learning-based models for source code and propose a defense strategy using
spectral signatures [65]. Li et al. [33] leverage the integrated gradients technique [61] to introduce
CodeDetector. However, CodeDetector is unable to detect stealthy triggers [54]. Furthermore, Sun
et al. [54] propose a post-training backdoor defense technique, EliBadCode, whose core idea is to
approximate attacker-injected triggers through trigger inversion in order to eliminate backdoors
from the model.

8.3 Natural Transformation

Natural transformation is widely used in NLP and SE for data augmentation, model robustness
evaluation, or adversarial attacks. For example, for data augmentation, Dhole et al. [14] propose
a framework for natural language augmentation, named NL-augmenter. Yu et al. [75] propose a
program transformation-based general data augmentation approach to expand large code datasets,
which not only preserves the semantics of the program but also maintains the natural syntax
of the program. For robustness evaluation, Rabin et al. [47] introduce the concept of semantic-
preserving transformations for neural program models and conduct a large-scale study to evaluate
the generalization of state-of-the-art neural program models. Wang et al. [69] utilize natural
transformations for both text and code to introduce ReCode, a comprehensive benchmark for
evaluating the robustness of code generation models. For adversarial attacks, Jin et al. [27] propose
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a baseline called TEXTFOOLER, which replaces important words in the text to generate high-
profile, semantically-preserving adversarial examples that cause the target models to make incorrect
predictions. Yang et al. [73] propose a natural semantics-aware method, named ALERT, to conduct
adversarial attacks on CodeBERT and GraphCodeBERT, and show that state-of-the-art pre-trained
models are vulnerable to such attacks. In contrast to the aforementioned work, in this paper,
we concentrate on utilizing natural transformations to augment query-code pairs that contain
low-frequency targets that could potentially be selected by an attacker.

9 CONCLUSION

In this paper, we propose HiBadCode, an effective and stealthy backdoor attack against NCSmodels.
HiBadCode employs natural transformations to augment query-code pairs for low-frequency
targets, boosting the ANR from 46.19% to 12.92%. Regarding the trigger, merely by modifying
variables/function names, HiBadCode outperforms the baseline by 50% in terms of ANR on
average. Additionally, we conduct a human study to evaluate the stealthiness of backdoor attacks,
and the results show that HiBadCode achieves an F1 score of 0.35-0.46, significantly lower than
the baseline’s F1 score of 0.87-0.98, indicating its superior stealthiness. Our experiments also
demonstrate that current defensive strategies, such as spectral signature and clustering, remain
ineffective against our attack. Overall, our research highlights the high susceptibility of current NCS
models to backdoor attacks that are simple yet stealthy. We strongly urge the research community
to focus more on improving the security of NCS models.
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